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ABSTRACT

A third party’s intervention has been one of the most significant 
factors in Malaysian divorce cases. Third parties may come from 
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family members and non-family members. This interference is called 
takhbīb. Within the scope of Malaysian Syariah criminal law, takhbīb 
is regarded as a criminal offence. However, it is difficult to prove 
this criminal offence. None of the Syariah law journals reported cases 
that could be used as reference or case studies. This article proposes 
a method of proof, which is practical and can be carried out in the 
Syariah courts to prove the criminal offence of takhbīb. In gathering 
and compiling the necessary data and related materials, this qualitative 
study embraced document analysis as a research method. These 
data are inductively evaluated by implementing qualitative content 
analysis. This study showed several obstacles in the development of a 
prima facie prosecution by the Syarie Public Prosecutor, including the 
absence of eyewitnesses present as evidence. Third-party intrusion 
is commonly committed through social networks such as WhatsApp, 
Telegram, WeChat, and Facebook Messenger. The use of such media 
networks as a medium of contact may also be brought as part of 
the evidence before the Syariah courts. The best mechanism to be 
implemented in this case is by using digital forensics and expert 
opinion. The digital forensic investigator will track or archive the 
communications from the social media, and deliver them in the form of 
a written text. In terms of proving the commission of takhbīb criminal 
offence, this study contributes to the improvement of the Syariah legal 
system. In short, the law still provides a method of proving criminal 
offences. Any legal practitioner should make good use of statutory 
provisions instead of suggesting amendments to it. 

Keywords: Fiqh forensics, takhbīb, Syariah court, digital forensic, 
expert opinion.

INTRODUCTION

According to BERNAMA (2019), third party interference has become 
the second-highest main cause of divorce among civil marriage 
with 6,574 cases recorded after the financial problem. In addition, 
the Department of Islamic Development Malaysia (JAKIM) has 
identified ten major marital issues, including the intervention of third 
parties, which compromise the Islamic marital institution in Malaysia 
(Mohamad et al., 2019). Meanwhile, the research conducted by 
Shabuddin et al. (2016) elucidated that third-party intervention has 
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been one of the key causes of divorce between Muslim spouses in 
Malaysia. These facts indicate the seriousness of the threat of a third 
party’s interference against the marriage institution in Malaysia.

This third-party intervention may come from the family and non-
family members (Jusoh & Dimon, 2014). Intervention from the family 
members may come from father, father-in-law, mother, mother-in-
law, sister, sister-in-law, brother, and brother-in-law. Meanwhile, 
intervention from the non-family members may be committed by 
close friends, colleagues, ex-lover, ex-fiancé, and secret lover. In 
short, any person who causes marital disputes is a third party to the 
marriage. Not only that, a person who intends to interfere for the good 
sake of the husband and wife in the marital affairs is also considered 
to be a third party to the marriage (Jusoh & Dimon, 2014).

Based on our observation made in several previous studies like Jusoh 
and Dimon (2014), Shabuddin et  al. (2016), and Ahmad et al. (2019), 
there were several identified academic gaps, first, lack of scholarly 
discussion of the takhbīb or third-party intervention. Second, the 
existing intellectual discourses were focusing more on legal reviews 
and divorce factors. Third, the public was aware of the dangers of 
takhbīb but they do not know how to respond to it. Therefore, this 
study was conducted to fill in these aforementioned academic gaps. 
This research will discuss the validity and admissibility of forensic 
digital evidence in proving takhbīb. Furthermore, this study intended 
to promote and advocate the use of forensic digital evidence by the 
prosecution in cases related to takhbīb.

METHODOLOGY

This qualitative research involved the use of document analysis. This 
kind of analysis has been recognized as a form of qualitative research 
(Bowen, 2009, Baharuddin, A.S. et al., 2021), where documents need 
to be translated and interpreted to get the meaning relevant to the 
study. Furthermore, the method of analysing the document involves 
the process of coding into the theme; this process is the same as when 
analysing the interview transcript (Bowen, 2009; Merriam, 2009). 
This approach can be executed either as a complementary or stand-
alone research methodology (Bowen, 2009; Chinedu & Mohamed, 
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2017). As for this research, the latter was utilised for appraising the 
documents written by scholars and academicians.

The types of documents can be primary or secondary. It depends on the 
source of the document being obtained. If the document is collected 
afresh for the first time and original, then it is a primary document 
taken from a primary source. If otherwise, then it is a secondary 
document (Merriam, 2009; O’leary, 2004). This study has analysed 
both types of documents. In this study, we appraised three primary 
documents from the Prophetic traditions which are Sunan Abu Daud 
by Abu Dāud (2009), Sunan al-Kubra by al-Nasa’ī (2001), and 
Musnad Ahmad by Aḥmad (2001), Ṣaḥīḥ Ibnu Ḥibbān by Ibnu Ḥibbān 
(1993), and one from Syariah Criminal Offences (Federal Territories) 
Act 1997 (Act 559). This is because of no clear injunctions provided 
in the Quranic verses regarding takhbīb. The data collected from these 
primary documents were considered to be the primary data because 
they came from a direct source, which is reliable and not influenced 
by any individual view or opinion. Then, the secondary data of this 
study were the discussions in the classical and contemporary Islamic 
commentaries and jurisprudence around the theme of takhbīb, Islamic 
criminal law, and Islamic law of evidence. Furthermore, secondary 
data were obtained from the indexed journals mainly Scopus and WOS 
related to digital forensic and expert opinion. These documents were 
obtained from the Scopus database, accessed through the EZproxy 
portal of the Universiti Sains Islam Malaysia.

The data obtained were then analyzed using Bowen’s (2009) preferred 
document analysis process. This iterative approach incorporates 
elements of content analysis and thematic analysis (Bowen, 2009). 
The content analysis method was used to understand, comprehend, 
and extract meaningful interpretations of data that circulate in the 
samples and primary documents (Leavy, 2017; Roller & Lavrakas, 
2015). In the meantime, thematic analysis was used within the data 
to identify, analyse, and report patterns (themes) within the data 
(Castleberry & Nolen, 2018). After the persuasive and significant 
interpretations have been extracted, the collected primary data 
was then thematically analysed with the digital forensic and expert 
opinion published documents. Thematic analysis has been conducted 
by comparing between the primary data and secondary data to obtain 
possible and practical means of proving for the commission of takhbīb 
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criminal offense. More focused re-reading and review of the data has 
been done and relevant coding has been assigned on the data.

RESULTS

Third-Party Intervention from the Point of View of Syariah

Under Islamic law, interference from the third party to the marriage 
is considered as takhbīb. This term is derived from the word khab-
ba-ba which refers to beguile (khadaʿa), corrupt (fasād), malice 
(khubth), and deceives (ghish) (al-Fayūmi, 1994; al-Rāzī, 1999; al-
Zabīdī, 1987; Ibnu Manzur, 1992). Technically, it means a deceitful 
man beguiling or corrupting servants or wives to be unfaithful to their 
master or husband (al-Zabīdī, 1987; Ibnu Manzur, 1992). Meanwhile, 
al-Zahabi (2003) defines it as an act of beguiling and corrupting a 
woman’s heart against her husband. In a similar vein, Mullā ʿAli al-
Qārī (2002) states that takhbīb means to beguile or corrupt a wife 
against her husband by mentioning the husband’s faults toward her or 
all the goodness of another man to her.

Figure 1

Prophetic traditions that prohibit takhbīb (Abu Dāud, 2009; Aḥmad, 
2001; al-Nasa’ī, 2001; Ibnu Ḥibbān, 1993)

Perpetrating this act shall be liable of major and destructive sin (al-
Zahabi, 2003; Ibnu Hajar al-Haitami, 1987; Ibnu Qayyim al-Jauziyyah, 

 

 

 
 
 
 
Perpetrating this act shall be liable of major and destructive sin (al-Zahabi, 2003; Ibnu Hajar 
al-Haitami, 1987; Ibnu Qayyim al-Jauziyyah, 1997). In addition, Ibnu Qayyim al-Jauziyyah 
(1997) has explained the prohibition of this act which leads to major sins as follows: 
 

“...and how many women have been beguiled and corrupted against their 
husbands, or servants against their masters! Bearing in mind that the Prophet 
(p.b.u.h.) cursed the one who perpetrates such an act, frees himself from them and 
declares it to be from the major and destructive sins. Since the Prophet (p.b.u.h.) 
has forbidden us from as much as proposing to a woman for marriage whilst 
someone else is in a marriage proposal with her, or out haggling and undercutting 
his brother in a business transaction,1 what do you think the severity of exerting 
effort to separate a husband from his wife or a servant from their master would 
be?! Yet those who are infatuated with images along with their accomplices do not 
even see that as a sin. If the infatuated one seeks to reach the one they are infatuated 
by and also has their own spouse, the matter becomes worse in that it now includes 
a form of injustice to others that is equal if not more than the sin of lewdness 
itself...”  

(Ibnu Qayyim al-Jauziyyah, 1997, p. 216) 
 
Figure 1 has pointed out two Prophetic traditions that prohibit this heinous act. Syuʿaib al-
Arnauṭ in his evaluation of both traditions above has graded them as ṣaḥīḥ, have strong 
transmitted chain, and the narrators were also ṣaḥīḥ. According to Ibnu Ruslān (2016) and al-
Sindī (2010), whoever perpetrates takhbīb is not been considered as a follower of Islam. In 
addition, al-ʿAzīm Ābādī (1995) and Ibnu ʿIlān (2004) elucidated the act of takhbīb refers to 
the act of a man beguiling or corrupting the wife of another to get a divorce from her husband 
with the intention to marry her or to marry her with another person. Furthermore, Ibnu Hajar 
al-Haitami (1987) and Mullā ʿAli al-Qārī (2002) explicated that these traditions apply to 
husband and wife. This means takhbīb is an act of any person who beguiles or corrupts a wife 
or husband to be separated from his or her spouse. 
 

                                                           
1 As reported by Muslim (2016), Prophetic tradition no. 1413, narrated from Abu Hurairah (r.a.). 
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1997). In addition, Ibnu Qayyim al-Jauziyyah (1997) has explained 
the prohibition of this act which leads to major sins as follows:

“...and how many women have been beguiled and 
corrupted against their husbands, or servants against 
their masters! Bearing in mind that the Prophet (p.b.u.h.) 
cursed the one who perpetrates such an act, frees 
himself from them and declares it to be from the major 
and destructive sins. Since the Prophet (p.b.u.h.) has 
forbidden us from as much as proposing to a woman for 
marriage whilst someone else is in a marriage proposal 
with her, or out haggling and undercutting his brother in 
a business transaction,1 what do you think the severity of 
exerting effort to separate a husband from his wife or a 
servant from their master would be?! Yet those who are 
infatuated with images along with their accomplices do 
not even see that as a sin. If the infatuated one seeks to 
reach the one they are infatuated by and also has their 
own spouse, the matter becomes worse in that it now 
includes a form of injustice to others that is equal if not 
more than the sin of lewdness itself...” 

(Ibnu Qayyim al-Jauziyyah, 1997, p. 216)

Figure 1 has pointed out two Prophetic traditions that prohibit this 
heinous act. Syuʿaib al-Arnauṭ in his evaluation of both traditions 
above has graded them as ṣaḥīḥ, have strong transmitted chain, and 
the narrators were also ṣaḥīḥ. According to Ibnu Ruslān (2016) and 
al-Sindī (2010), whoever perpetrates takhbīb is not been considered 
as a follower of Islam. In addition, al-ʿAzīm Ābādī (1995) and Ibnu 
ʿIlān (2004) elucidated the act of takhbīb refers to the act of a man 
beguiling or corrupting the wife of another to get a divorce from her 
husband with the intention to marry her or to marry her with another 
person. Furthermore, Ibnu Hajar al-Haitami (1987) and Mullā ʿAli 
al-Qārī (2002) explicated that these traditions apply to husband and 
wife. This means takhbīb is an act of any person who beguiles or 
corrupts a wife or husband to be separated from his or her spouse.

Therefore, based on the abovementioned traditions and their 
explanations, it can be deduced that takhbīb refers to the act of 

1	 As reported by Muslim (2016), Prophetic tradition no. 1413, narrated from Abu 
Hurairah (r.a.).
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beguiling or corrupting against wife or husband to become disloyal 
toward their spouse or instigate them to get divorced from their spouse 
with the intention to marry them or marry them with another person. 
This offence is provided under the Malaysian Syariah criminal law 
in which is evident from Section 38 of Syariah Criminal Offences 
(Federal Territories) Act 1997 [Act 559]2 quoted in Figure 2.

Figure 2 

Section 38 of Syariah Criminal Offences (Federal Territories) Act 
1997

On the said provision, it is clearly stated that any person committing 
takhbīb against a wife or husband of the other person shall be liable for 
the said offence, and punishable with a fine not more than RM5,000 
2	 This provision has almost similar essence as the provision of Section 498 in the 

Penal Code. However, there are some significant differences, among them is that 
Section 498 is specifically for the husband, where the case will not exist if the 
husband does not make a complaint to the authorities (Ram & Paul, 2002). Mean-
while, Section 38 is addressed to the husband and wife, and any party may lodge 
a complaint with the authorities. The second difference is that Section 498 only 
limits criminal acts against one’s wife, while Section 38 includes criminal acts 
against one’s wife or husband. That is, criminal acts committed against any party 
in a marriage can be convicted.

 

 

Therefore, based on the abovementioned traditions and their explanations, it can be deduced 
that takhbīb refers to the act of beguiling or corrupting against wife or husband to become 
disloyal toward their spouse or instigate them to get divorced from their spouse with the 
intention to marry them or marry them with another person. This offence is provided under the 
Malaysian Syariah criminal law in which is evident from Section 38 of Syariah Criminal 
Offences (Federal Territories) Act 1997 [Act 559]2 quoted in Figure 2. 
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Section 38 of Syariah Criminal Offences (Federal Territories) Act 1997 
 
 

 
 
 
 
On the said provision, it is clearly stated that any person committing takhbīb against a wife or 
husband of the other person shall be liable for the said offence, and punishable with a fine not 
more than RM5,000 or imprisonment for not exceeding three years or both (Ismail, 2017). This 
provision contains two main elements in establishing a case, first, the accused knew or had 
reason to know that the man or woman is the husband or wife of another person. Second, the 
accused instigated, forced, or persuaded any man or woman to be divorced or to neglect his or 
her duties and responsibilities as a husband or a wife. The former shall be mens rea while the 
latter shall be actus reus. 
 
Challenges and Difficulties in Proving the Case 
 

                                                           
2 This provision has almost similar essence as the provision of Section 498 in the Penal Code. However, 
there are some significant differences, among them is that Section 498 is specifically for the husband, 
where the case will not exist if the husband does not make a complaint to the authorities (Ram & Paul, 
2002). Meanwhile, Section 38 is addressed to the husband and wife, and any party may lodge a complaint 
with the authorities. The second difference is that Section 498 only limits criminal acts against one’s 
wife, while Section 38 includes criminal acts against one’s wife or husband. That is, criminal acts 
committed against any party in a marriage can be convicted. 
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or imprisonment for not exceeding three years or both (Ismail, 2017). 
This provision contains two main elements in establishing a case, first, 
the accused knew or had reason to know that the man or woman is the 
husband or wife of another person. Second, the accused instigated, 
forced, or persuaded any man or woman to be divorced or to neglect 
his or her duties and responsibilities as a husband or a wife. The 
former shall be mens rea while the latter shall be actus reus.

Challenges and Difficulties in Proving the Case

The objective of Islamic law of evidence is to formulate principles 
which are essential for proving facts relevant to the case and aid either 
to reveal the truth or eliminate the untruth, whether it is extrinsic or 
intrinsic (Ahmad et al., 2019; Ibnu ʿĀshūr, 2012; Mohamad, 1994; 
Sayfuddin et al., 1968). There are number of difficulties that arise 
when Syarie Public Prosecutor intended to establish prima facie for 
takhbīb cases. The difficulty includes the availability of eyewitnesses 
to give testimony in court. The commission of takhbīb, particularly 
the act of instigates, forces, or persuades, is rarely occurred in 
public. Furthermore, in our modern age which is sophisticated with 
technology, such acts are easier to be committed online through social 
media like WhatsApp, Telegram, WeChat, Facebook, and Twitter. 
The communication is usually done by private messages, email, and 
phone calls between two persons. In fact, the conversations thread and 
call logs can also be deleted to avoid being detected by the spouse. 
These factors have led to the prosecution’s difficulty in obtaining 
eyewitnesses who could see the takhbīb act committed by the accused 
person.

Besides, the prosecutors also confront trouble in proving the elements 
of the crime stipulated under Section 38 of the Act. Under this provision, 
as opined by Ismail (2017), the crime is only established when the 
husband or wife of the other person is proven divorced or neglected 
their duty as a husband or wife as result from the act of instigates, 
forces, or persuades committed by the accused person. However, 
with all due respect, the researchers disagree with this opinion as it is 
overly stringent and divert from the true meaning and context of the 
provision. With careful reading on the provision, the law only requires 
the criminal act of the accused person, which is “instigates, forces, 
or persuades any man or woman to be divorced or to neglect his or 
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her duties and responsibilities as a husband or a wife”. It doesn’t 
require the result from such act either divorce or neglecting duties 
and responsibilities as husband or wife. Therefore, the researchers 
believe that it is sufficient to establish the criminal liability if the 
accused person has committed a criminal act as stipulated in the 
provision. Apart from that, this provision is established to prevent the 
destruction of the Muslim marriages. If the law is overly strict with 
the requirement that divorce or neglect of responsibility is necessary 
in order to convict the crime, then, it will defeat one of the purposes 
of Syariah law in Malaysia, to protect the Muslim marriage. In fact, 
Syariah law in Malaysia will continue to be difficult to implement and 
fully enforce.

Digital Forensics Investigation Process and Procedures

Third-party intervention is usually achieved by the use of social media 
such as WhatsApp, Telegram, WeChat, Facebook, and Twitter. As part 
of the facts, the use of such social media as a means of communication 
can be brought before the Syariah Court as part of the evidence.
In this case, the best mechanism to be implemented is through the 
implementation of digital forensics. 

Previously, it was argued in the case of Khalid bin Abdul Samad 
v Ketua Pendakwa Syarie Selangor (2018) that there is no legal 
requirement to get analysis and verification from forensic experts 
upon the digital evidence submitted and presented before the court. 
In this case, the appellant recommended to the Syarie Judge of Shah 
Alam Syariah High Court that the video footage marked as exhibit 
P5 be sent to Digital Forensics Department Cyber Security Malaysia 
for analysis and verification of its content before it could be admitted 
by the court. However, the court rejected such a proposal since the 
appellant failed to establish the legal requirement to do so. In this 
case, the legal requirement to get analysis and verification from 
forensic experts can be found by carefully reading the provisions 
under Syariah Court Evidence (State of Selangor) Enactment 2003, 
particularly Sections 3, 33(1), 48, 49, and 51.3 Video footage is 
part of documentary evidence under Section 3. Section 48 of the 
3	 Sections 3, 33(1), 48, 49, and 51 of the Syariah Court Evidence (State of Selangor) 

Enactment 2003 are in pari materia with Sections 3, 33(1), 48, 49, and 51 of 
Syariah Court Evidence (Federal Territories) Act 1997.
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Enactment requires the contents of the document must be proved 
either by primary or secondary evidence. While Section 51 further 
provided the document other than written documents to be proved by 
primary evidence, which means the video footage must be produced 
and presented for the inspection of the court. However, since Syarie 
Judge has no skills, experience, and knowledge in dealing with digital 
evidence, he should seek assistance from the expert opinion to explain 
it to him. This is provided under section 33(1) of the same Enactment. 
In the context of digital evidence, Digital Forensics Department 
Cyber Security Malaysia is the most appropriate expert as this body is 
an accredited body in dealing with digital evidence. Therefore, such 
legal requirements are actually present in that case.

Meanwhile, in another Syariah case, Hisham Halim v Maya Ahmad 
Fuaad (2018), the Syariah Court judge accepted the expert opinion 
given by Mr. Mohammad Zahid Bin Ismail (SD1), an officer from 
Cyber Security Malaysia who holds the position of Digital Forensic 
Analyst specializing in digital evidence. He verified the authenticity 
of a copy of the audio recording (IDD1) which was recorded by the 
Defendant during her dispute with the Plaintiff. The digital forensic 
report on IDD1, which was examined by SD1, was submitted to this 
court. According to him, based on the analysis made as stated in the 
report, he verified that IDD1 submitted to the court was a copy of the 
original recording that was made or recorded using the Defendant’s 
mobile phone. The Digital forensic report made by SD1 dated 9/3/2018 
was confirmed by Mr. Mohd Zabri Adil Bin Talib, Head of Digital 
Forensic Department, Cyber Security Malaysia dated 12/3/2018. This 
report was accepted by the court and marked as D23. In addition, this 
court also held that the status of SD1 who specializes in the field of 
digital forensics can be accepted as an expert opinion. This position 
is in line with the purpose set out in Section 33 of the Syariah Courts 
(Federal Territories) Evidence Act 1997.

Garfinkel (2010) elucidates that digital forensics traditionally began as 
an ad hoc and task-oriented practice. This practice was carried out by 
the computer professionals at that time without formal processes, tools 
or training. In recent years, digital forensics has developed towards 
more scientific in the handling of the evidence by enhancing the 
quality management (Page et al., 2019), error mitigation, tool testing, 
and verification methodologies (Sunde & Dror, 2019). According to 
Seigfried-Spellar and Leshney (2016), digital forensics is an umbrella 
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term which refers to digital evidence analysis. This term encapsulates 
various types of analysing on digital evidences including computer 
forensics, mobile device forensics, network forensics, and malware 
forensics. 

Brunty and Helenek (2013) elucidates that for cases involving social 
media, digital evidence is available through the physical device or on 
the network. As for this study, the focal point shall be on the physical 
device. 

Generally, digital forensics investigation involves a systematic 
process which can be summarized into six main phases (Johnson, 
2014; Pollitt, 2016; Salleh, Mohd, & Khalid, 2014) as illustrates in 
figure 3. 

Figure 3

Digital Forensics Investigation (Johnson, 2014; Pollitt, 2016; Salleh 
et al., 2014)

 

 

short, hashing is a method that can take any arbitrary size of data in any format and produce a 
fixed number of patterns that is called digest. Examples of the accepted widely hashing 
algorithm are MD5, RIPEDMD-160, SHA-1, SHA-256, and SHA-512. This hashing algorithm 
is a proven algorithm that  proves to be resistant to any collision of message digest either 128 
or 512 bit its results. 
 
Figure 2 
 
Digital Forensics Investigation (Johnson, 2014; Pollitt, 2016; Salleh et al., 2014) 
 
 

 
 
 
 
Daniel and Daniel (2012) further expounded among the common types of digital evidence 
submitted before the court are deleted data, internet history, e-mail, social media, cell phones, 
cellular system and call detail records, and peer-to-peer networks. This statement is closely 
related to this study as the evidence for takhbīb may be submitted in the form of the 
aforementioned evidence. 
 
There are several digital forensic tools that can be used to analyse social media artefacts from 
physical devices. However, the suitability of the tools to be used depends on the type of physical 
device and operating system to be analysed. There are situations that require only one tool, but 
there are also some situations that may require several tools to perform a complete extraction. 
Most forensics investigations on physical devices use commercial digital forensics software 
developed for mobile phone forensics investigations such as UFED Physical Analyzer, Magnet 
Internet Evidence Finder (IEF), XRY, Forensic Tool Kit (FTK®), and EnCase® (Salleh et al., 
2014; Seigfried-Spellar & Leshney, 2016). Table 3 below briefly elucidates three tools, Magnet 



232        

UUM Journal of Legal Studies, 13, No. 1 (January) 2022, pp: 221–248

Daniel and Daniel (2012) further expounded among the common 
types of digital evidence submitted before the court are deleted data, 
internet history, e-mail, social media, cell phones, cellular system 
and call detail records, and peer-to-peer networks. This statement 
is closely related to this study as the evidence for takhbīb may be 
submitted in the form of the aforementioned evidence.

Figure 4

Digital Forensic Tools and Their Functions (Cusack & Son, 2012; 
Mohite, Deshmukh, & Gulve, 2016; MSAB, 2019a, 2019b, 2019c; 
Murray, 2013; Salleh et al., 2014; Seigfried-Spellar & Leshney, 2016; 
The Senator Leahy Center for Digital Investigation (LCDI), 2014)

There are several digital forensic tools that can be used to analyse 
social media artefacts from physical devices. However, the suitability 
of the tools to be used depends on the type of physical device and 
operating system to be analysed. There are situations that require 
only one tool, but there are also some situations that may require 
several tools to perform a complete extraction. Most forensics 
investigations on physical devices use commercial digital forensics 

 

 

IEF, XRY, and EnCase®, together with their developer and functions. These three digital 
forensic tools are among the available tools in CyberSecurity Malaysia and the Royal Malaysia 
Police (PDRM). 
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Digital Forensic Tools and Their Functions (Cusack & Son, 2012; Mohite, Deshmukh, & 
Gulve, 2016; MSAB, 2019a, 2019b, 2019c; Murray, 2013; Salleh et al., 2014; Seigfried-Spellar 
& Leshney, 2016; The Senator Leahy Center for Digital Investigation (LCDI), 2014) 
 
 

 
 
 
 
These tools can be used to trace or record the conversations through physical evidence seized 
which are laptop and smartphone. The process of tracing or recording shall be done by the 
digital forensic examiner. We briefly explained and discussed these three digital forensic tools 
and their functions in our previous work (Ahmad, Baharuddin, et al., 2019). In  this study, we 
will focus on Magnet IEF. This tool is among the products developed by Magnet Forensics 
(Magnet Forensics, 2019b). Generally, Magnet Forensics produces two types of products 
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software developed for mobile phone forensics investigations such 
as UFED Physical Analyzer, Magnet Internet Evidence Finder (IEF), 
XRY, Forensic Tool Kit (FTK®), and EnCase® (Salleh et al., 2014; 
Seigfried-Spellar & Leshney, 2016). Figure 4 briefly elucidates three 
tools, Magnet IEF, XRY, and EnCase®, together with their developer 
and functions. These three digital forensic tools are among the 
available tools in CyberSecurity Malaysia and the Royal Malaysia 
Police (PDRM).

These tools can be used to trace or record the conversations through 
physical evidence seized which are laptop and smartphone. The 
process of tracing or recording shall be done by the digital forensic 
examiner. We briefly explained and discussed these three digital 
forensic tools and their functions in our previous work (Ahmad et al., 
2019). In  this study, we will focus on Magnet IEF. This tool is among 
the products developed by Magnet Forensics (Magnet Forensics, 
2019b). Generally, Magnet Forensics produces two types of products 
(Magnet Forensics, 2019a). The first is the lab products that are tools 
to acquire, analyse, and report on digital evidence and cases. The 
second product is the agency product to maximize the efficiency of 
investigative teams. 

Figure 5

Magnet IEF software (Williams, 2013)
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The Magnet IEF is a laboratory product software programme. It is a very common tool that 
restores digital evidence from computers and electronic gadgets like cache and deleted data 
from internet-related devices, such as Google Chrome, Mozilla Firefox, and Internet Explorer 
web browsers; chat-based programs such as WhatsApp, Yahoo Messenger, and Skype; email 
such as Gmail, Yahoo Mail, and Hotmail; and torrent programs such as eMule, Frostwire, and 
Ares (Seigfried-Spellar & Leshney, 2016). In addition, Magnet IEF has a special “chat 
threading” mechanism that visually recreates the chat dialog as it appears on the screen 
(Seigfried-Spellar & Leshney, 2016). 
 
For example, there are key artefacts that should be obtained when investigating WhatsApp. 
However, it slightly differs between Android and iOS systems. The subject of this research is 
the Android operating system, where forensic investigators have two useful SQLite databases 
to recover WhatsApp artefacts, which are msgstore.db and wa.db. Information of every chat 
dialog between a user and his or her contacts is available in msgstore.db. In the meantime, the 
wa.db directory saves all contacts of the WhatsApp users. 
 
All of these databases are housed in the database folder and can be located at the following 
locations:/data/data/com.whatsapp/databases/msgstore.dband/data/data/com.whatsapp/databas
es/wa.db. As in Figure 7 below, the msgstore.db database is a very plain SQLite database that 
consists of a list of chats and messages in tabular form. The message table contains a list of all 
messages sent or received by the user from his contacts. It includes the contact’s phone number, 
the content of the message sent or received, the status of the message, the time the message was 
sent or received, and details about the attachments included in the message. Attachments sent 
through WhatsApp are stored directly in the msgstore.db format. These attachments have their 
own table entry and there would be a null entry containing a thumbnail and a link to the shared 
photo/image in the message text. The table can also contain coordinates of latitude and 
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The Magnet IEF is a laboratory product software programme. It is a 
very common tool that restores digital evidence from computers and 
electronic gadgets like cache and deleted data from internet-related 
devices, such as Google Chrome, Mozilla Firefox, and Internet 
Explorer web browsers; chat-based programs such as WhatsApp, 
Yahoo Messenger, and Skype; email such as Gmail, Yahoo Mail, and 
Hotmail; and torrent programs such as eMule, Frostwire, and Ares 
(Murray, 2013; Seigfried-Spellar & Leshney, 2016). In addition, 
Magnet IEF has a special “chat threading” mechanism that visually 
recreates the chat dialog as it appears on the screen (Seigfried-Spellar 
& Leshney, 2016).

For example, there are key artefacts that should be obtained when 
investigating WhatsApp. However, it slightly differs between 
Android and iOS systems. The subject of this research is the Android 
operating system, where forensic investigators have two useful 
SQLite databases to recover WhatsApp artefacts, which are msgstore.
db and wa.db. Information of every chat dialog between a user and his 
or her contacts is available in msgstore.db. In the meantime, the wa.db 
directory saves all contacts of the WhatsApp users.

All of these databases are housed in the database folder and can 
be located at the following locations:/data/data/com.whatsapp/
databases/msgstore.db.and/data/data/com.whatsapp/databases/
wa.db. As showed in Figure 6, the msgstore.db database is a very 
plain SQLite database that consists of a list of chats and messages in 
tabular form. The message table contains a list of all messages sent 
or received by the user from his contacts. It includes the contact’s 
phone number, the content of the message sent or received, the status 
of the message, the time the message was sent or received, and details 
about the attachments included in the message. Attachments sent 
through WhatsApp are stored directly in the msgstore.db format. 
These attachments have their own table entry and there would be 
a null entry containing a thumbnail and a link to the shared photo/
image in the message text. The table can also contain coordinates of 
latitude and longitude of messages received. This gain would allow 
the investigator to map out a user’s geolocation data.
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Figure 6

WhatsApp Messenger Table (Magnet Forensics, 2014)

A list of all the phone numbers the user has ever contacted is included 
in the chat_list table. However, the chat_list file does not contain a full 
list of user contacts. As a result, the prosecutors need to look at the 
wa.db file. This wa.db file includes a full list of WhatsApp user contacts. 
This includes the phone number, display name, timestamp, and other 
details given during WhatsApp registration. In order to acquire access 
to msgstore.db and wa.db archives, investigators need to root or obtain 
physical acquisition of Android devices. Alternatively, WhatsApp also 
maintains a copy of msgstore.db on the SD card used to back up the 
following locations:/sdcard/WhatsApp/Databases/msgstore.db.crypt. 
Therefore, an inspection can also be performed from an SD card. One 
disadvantage of this file is that it must be encrypted and decrypted 
in order to run the analyses. WhatsApp uses various encryption 
forms and it depends on the edition of WhatsApp that is used. On the 
Android operating system, it is reasonably straightforward to recover 
WhatsApp addresses, texts, and attachments when investigators have 
access to the required database.

Digital Evidence within Syariah Evidence Law

In essence, digital evidence or digital forensic is closely related to the 
three types of evidence in Syariah, namely al-kitābah (documentary 
evidence) and al-qarīnah (circumstantial evidence) (Baharuddin, 
2017a; Kallil & Yaacob, 2019; D. Mohamed & Ramlee, 2014; Sa‘di 
et al., 2014). Meanwhile, digital evidence will involve ra'yu al-khabīr 
(expert opinion) whenever the issue of its validity and admissibility 
is challenged in court (Othman, 2003; Ramli, 2016; Wan Ismail,  
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locations:/sdcard/WhatsApp/Databases/msgstore.db.crypt. Therefore, an inspection can also be 
performed from an SD card. One disadvantage of this file is that it must be encrypted and 
decrypted in order to run the analyses. WhatsApp uses various encryption forms and it depends 
on the edition of WhatsApp that is used. On the Android operating system, it is reasonably 
straightforward to recover WhatsApp addresses, texts, and attachments when investigators have 
access to the required archive. 
 
Digital Evidence within Syariah Evidence Law 
 
In essence, digital evidence or digital forensic is closely related to the three types of evidence 
in Syariah, namely al-kitābah (documentary evidence) and al-qarīnah (circumstantial 
evidence) (Baharuddin, 2017a; Kallil & Yaacob, 2019; D. Mohamed & Ramlee, 2014; Sa‘di, 
Kamarudin, & Ramli, 2014). Meanwhile, digital evidence will involve ra’yu al-khabīr (expert 
opinion) whenever the issue of its validity and admissibility is challenged in court (Othman, 
2003; Ramli, 2016; Wan Ismail, Shukor, Hashim, & Baharuddin, 2018). This is illustrated in 
Figure 4 below. These three means of proof are accepted by the jurists in proving a case (al-
Zuḥaylī, 1982, 2002). In addition, the Syariah Court evidence law in Malaysia also provides 
for several provisions related to these three types of evidence. This directly shows that digital 
evidence can be accepted and practiced in the Syariah Court. 
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et al., 2018). This is illustrated in Figure 7. These three means of proof 
are accepted by the jurists in proving a case  (al-Zuḥaylī, 1982, 2002; 
Ahmad M. H. et. al., 2020). In addition, the Syariah Court evidence 
law in Malaysia also provides for several provisions related to these 
three types of evidence. This directly shows that digital evidence can 
be accepted and practiced in the Syariah Court.

Figure 7

Digital Evidence within Syariah Evidence Law

Digital forensic as qarīnah can be seen through the existing cache and 
deleted data from Internet-related artefacts that have been extracted 
from the physical evidence seized (either smartphone or laptop). 
These artefacts will be considered as qarīnah because they have a 
relationship or connection with the facts of the case. There may be 
some who consider that the process of extracting these artefacts from 
physical evidence is an act that is contrary to laws on privacy and 
personal data protection. However, it should be noted that in Syariah 
law, two legal maxims are applied in such situations. The first is 
“necessity renders prohibited things permissible” (al-ḍarūrah tubīḥu 
al-maḥzurāt). Although the act may be seen as something forbidden, 
the existence of an exigency has enabled the act. The said exigency is 
to expose a crime that took place in order to know its perpetrator, and 
then punishing him. Second, “necessity is determined according to its 
extent” (al-ḍarūrah tuqaddaru bi-qadarihā). This exigency is limited 
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Digital forensic as qarīnah can be seen through the existing cache and deleted data from 
Internet-related artefacts that have been extracted from the physical evidence seized (either 
smartphone or laptop). These artefacts will be considered as qarīnah because they have a 
relationship or connection with the facts of the case. There may be some who consider that the 
process of extracting these artefacts from physical evidence is an act that is contrary to laws on 
privacy and personal data protection. However, it should be noted that in Syariah law, two legal 
maxims are applied in such situations. The first is “necessity renders prohibited things 
permissible” (al-ḍarūrah tubīḥu al-maḥzurāt). Although the act may be seen as something 
forbidden, the existence of an exigency has enabled the act. The said exigency is to expose a 
crime that took place in order to know its perpetrator, and then punishing him. Second, 
“necessity is determined according to its extent” (al-ḍarūrah tuqaddaru bi-qadarihā). This 
exigency is limited only to the search for relevant evidence. It cannot go beyond that. If such 
an act exceeds the limit, then the act is illegal. 
 
Meanwhile, digital forensics as a kitābah exists through written reports produced by the 
forensic examiner. According to Wan Ismail (2020), kitābah can be extensively defined as 
explaining or characterizing something by using writing or sketches or copies that are outward 
in shape either in the classical forms such as using paper, wood and the like or in modern forms 
such as the use of diskettes, compact discs, and internet. This definition is not related only to 
the writings on paper, but also includes media in which information can be stored (Kallil & 
Yaacob, 2019). It is undeniable that classical jurists hold different views towards kitābah as 
means of proof, however, the majority of the modern legal scholars accept it as a valid means 
of proof (Arbouna, 1999). With regards to the written reports, among the items to be reported 
by the forensic examiner may include an explanation of how tools and procedures were selected 
and a description of the actions conducted (Pollitt, 2016). Chapter 3 of Part II in Syariah Court 
Evidence (Federal Territories) Act 1997 exclusively provided for dealing with kitābah. 
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only to the search for relevant evidence. It cannot go beyond that. If 
such an act exceeds the limit, then the act is illegal.

Meanwhile, digital forensics as a kitābah exists through written reports 
produced by the forensic examiner. According to Wan Ismail (2020), 
kitābah can be extensively defined as explaining or characterizing 
something by using writing or sketches or copies that are outward in 
shape either in the classical forms such as using paper, wood and the 
like or in modern forms such as the use of diskettes, compact discs, 
and internet. This definition is not related only to the writings on paper, 
but also includes media in which information can be stored (Kallil 
& Yaacob, 2019). It is undeniable that classical jurists hold different 
views towards kitābah as means of proof, however, the majority of the 
modern legal scholars accept it as a valid means of proof (Arbouna, 
1999). With regards to the written reports, among the items to be 
reported by the forensic examiner may include an explanation of how 
tools and procedures were selected and a description of the actions 
conducted (Pollitt, 2016). Chapter 3 of Part II in Syariah Court 
Evidence (Federal Territories) Act 1997 exclusively provided for 
dealing with kitābah.

Forensic Evidence as Expert Opinion

As explicated earlier, digital forensic evidence will involve experts 
whenever the issue of validity and admissibility of such evidence is 
challenged in court  (Othman, 2003; Ramli, 2016; Wan Ismail et al., 
2018; Wan Ismail et. al., 2021)

The jurists of the four madhhabs have agreed that it is compulsory 
to refer to experts in matters and things in dispute regarding them 
before the court (al-Buhūtī, 2003; al-Shirwānī & al-ʿAbbādī, 1983; al-
Ṭarābulusi, 2018; Ibnu Farḥūn, 2016). The decision on them depends 
on the opinion of the experts because they have knowledge and 
experience that the judge does not know (al-Umar, 2008; Shaniyur, 
2005). Furthermore, the jurists are unanimously agreed that the judge 
must be fair among the litigants because God Almighty says: “Allah 
doth command you to render back your trusts to those to whom they 
are due; and when ye judge between man and man that ye judge with 
justice.” (al-Quran. al-Nisā’ 4: 58). The judge must uphold justice 
among the disputed parties, and hewill not be able to uphold justice 
without adequate knowledge on the subject matter from the experts. 
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Therefore, referring to the expert is deemed compulsory. This is 
aligned with the Islamic maxims which stated, “If a mandatory 
matter is incomplete without another matter, then the other matter 
also becomes mandatory.” (mā lā yatimmu al-wājib illa bihi fahuwa 
wājib) (al-Umar, 2008; Shaniyur, 2005; Zaydān, 2015).

The opinions of forensic experts are of course relevant to the facts 
under Section 33(1) of the Syariah Court Evidence (Federal Territories) 
Act 1997 and may be admissible to furnish the Syariah Court with 
scientific information related to forensic digital which is likely to be 
outside the experience and knowledge of a Syarie judge (A. A. A.  
Mohamed & Nawasdeen, 2005).4 The Syarie judge may require the 
attendance of digital forensic examiner to explain their report which 
 
submitted as evidence in Syariah Court. When he received a subpoena 
to appear in court, he should provide an exhibit that explains how the 
conclusions were reached (Ahmad et al., 2020). The exhibit should 
contain a picture or copy of the analysis of the findings. He later 
should demonstrate in court the use of digital forensic tools that have 
been applied during the investigation. When giving his testimony, the 
examiner shall refer to the digital forensic tools presented before the 
court so that the court can understand the insights and conclusions 
reached.

Section 33(3) of the same Act further explained that two or more 
experts are called to testify in Syariah Court. However, if two experts 
are not available, then evidence from one expert is allowed. Moreover, 
if the experts called to Court have given different and contradictory 
opinions, a third expert will be called to give evidence. Based on the 
opinion of the third expert, the judge will make a comparison and 
evaluation of the opinions that have been given on an issue, and then 
the judge will decide whether to accept or reject it.

The Probative Value of Forensic Evidence 

Concerning the probative value of forensic evidence, this study agrees 
with the previous studies stated that it should be qarīnah al-qāṭiʿah  
 
4	 However, if a judge can form his own conclusions on the proven facts without 

any assistance, the opinion of an expert is unnecessary (A. A. A. Mohamed & 
Nawasdeen, 2005).
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(Ahmad, Baharuddin, et al., 2019; Haneef, 2006, 2007; Muhamad et 
al., 2015; Mutalib & Ismail, 2012). Qarīnah al-Qāṭiʿah is defined as 
convincing circumstances (Haydar, 1991; Sayfuddin et al., 1968), or 
clear circumstances to a convincing point (Ibnu ‘Abidin, 1992; Ibnu 
Nujaym, 1997). Although the term used is “Qarīnah al-Qāṭiʿah” 
which means strong or definite qarinah, the Islamic jurists refer it 
only to the level of ẓan al-ghālib (beyond reasonable doubt). This is 
because they find that there are difficulties in any proof including the 
qarinah to reach the level of yaqīn (Bak & Ibrahim, 1985; Dabbūr, 
1985; ʿUzayzah, 1990). They even consider that no matter how 
powerful a means of proof, it will never be able to go beyond the level 
of ẓan al-ghālib (Mutalib et al., 2018a). This type of qarinah shall 
stand-alone and does not require any corroborative evidence (Samrūṭ, 
2007). Moreover, it is also considered as a conclusive statement (al-
Zuḥaylī, 2002).

This study deduced that forensic evidence shall be the qarīnah al-
qāṭiʿah based on several factors that can be used as justifications for 
this study. The paramount justification is due to the advanced research 
development in forensic science and technology. The evidence or 
exhibits found and collected during the investigation will be analysed 
using scientific methods. This is done in order to obtain important 
information that can be used for the purpose of prosecution or claim. 
This process of analysis is carried out empirically using modern and 
scientific tools and technologies. The results of the analysis will be 
obtained in quantitative form as a percentage of the similarity between 
the analysed exhibit and the suspect.

It is the fact that every general rule comes with exceptions, the same 
goes for the application of forensic evidence. Forensic evidence shall 
not be the qarīnah al-qāṭiʿah when the evidence fails to meet the 
prescribed degree of convincing circumstances or clear circumstances 
to a convincing point. In place of the qarīnah al-qāṭiʿah, forensic 
evidence will be downgraded into qarīnah ghayr al-qāṭiʿah which 
refers to weak or uncertain qarīnah. In addition, such qarīnah is often 
used as corroborative evidence to support other evidence (al-Zuḥaylī, 
2002; Baharuddin, 2017b). This is due to its nature of not being 
able to stand on its own and needing support from other stronger 
evidence (Samrūṭ, 2007). In addition, it is also due to the degree and 
strength of its proof that does not reach the level of ẓan al-ghālib. 
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In a worse scenario, it can turn into qarīnah al-kāzibah where this 
type of qarīnah has no value because it is just a mere presumption or 
unfounded allegations (al-Zuḥaylī, 2002; Samrūṭ, 2007). Furthermore, 
Mutalib et al. (2018b) states that sometimes this qarīnah has a basis, 
but it contradicts the stronger qarīnah. Conflicts that have occurred 
have resulted in this qarīnah being cancelled directly and cannot be 
accepted as a method of proof or evidence.

CONCLUSION

In conclusion, the criminal offense of takhbīb can be proven through 
digital forensics. This proposal is made in line with our fully developed 
era that is filled with cutting-edge technological advances. As of today, 
offenses are often committed through technological advances such as 
the crime being discussed in this paper. For that reason, the method 
of proof of such crimes should also be done by using technological 
advances. This digital forensic method can be implemented in the 
Syariah Court because it is closely related to the three types of proof 
methods in the Syariah Court, namely al-qarīnah (circumstantial 
evidence), al-kitābah (documentary evidence), and ra ‎’yu al-khabīr 
(expert opinion). These three types of methods are clearly provided in 
the evidence law of the Syariah Court in Malaysia. Next, the evidence 
through this forensic has a high probability value. The paramount 
justification is due to the advanced research development in forensic 
science and technology. However, if the forensic evidence used is 
found to have failed to fulfil the prescribed degree of convincing 
circumstances or clear circumstances to a convincing point, it will 
fall to the level of qarīnah ghayr al-qāṭiʿah or worse to qarīnah al-
kāzibah. 
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