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ABSTRACT  

 

The widespread adoption of digital technology has also resulted in a concerning trend: the rise in online 

threats targeted at children. As online threats to children continue to increase, parents need to take 

proactive steps to protect their children’s safety on the Internet. This research explores how parents 

respond to online threats affecting their children by examining their cyber-parenting approaches and 

coping strategies through Protection Motivation Theory (PMT). This research involved semi-structured 

interviews with nine parents whose children had experienced online threats. The study revealed that 

authoritative parenting, which balances autonomy with guidance, was the most adopted approach by 

parents. Conversely, parents with a high level of digital literacy tended towards an authoritarian style, 

characterised by rigorous monitoring of their adolescents' online activities. Following online threat 

incidents, parents adopted both problem-focused coping and emotion-focused coping. These responses 

reflected varying degrees of threat appraisal and coping appraisal, consistent with PMT constructs. By 

identifying prevalent parenting styles and coping strategies, this research contributes to a deeper 
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understanding of how parental behaviours influence children’s online behaviours and resilience to cyber 

incidents. The study also found that effective parental mediation not only reduces children’s exposure 

to harm but also plays a critical role in fostering their cybersecurity awareness, empowering them to 

recognise risks, apply protective behaviours, and navigate digital environments with greater confidence. 

Such insights are critical for designing effective interventions and educational initiatives aimed at 

fostering safer digital practices among families, particularly in raising children’s awareness. 

 

Keywords: Children’s cybersecurity awareness, online threats, digital parenting approaches, 

cybersecurity awareness, information security. 

 

 

INTRODUCTION 

 

Nowadays, with easy access to the Internet and social media during childhood, children develop a 

growing dependency on technology (Pazarcikci, 2024) and become habituated to having it as part of 

their everyday lives. Children typically engage in more risk-prone behaviours than older age groups. 

This inclination is often influenced by peer pressure, making younger individuals more susceptible to 

engaging in high-risk activities, including deviant or criminal behaviours (Balogh et al., 2013; 

Steinberg, 2008). Consequently, this vulnerability can lead young people to commit criminal acts and 

become targets for online offenders (Aiken et al., 2016; Brewer et al., 2018). 

 

Online threat refers to threats committed online, utilising a computer as either a tool, a targeted 

individual, or a combination of both (Sabillon et al., 2016). Usually, online threat happens silently 

without the target realising it. Online threats can occur in various forms, such as phishing, identity theft, 

viruses and malware, cyberstalking, cyberbullying, online harassment, and hacking. The prevalence of 

online threats can be denoted by the statistics reported by Bernama (2022), where 13,000 complaints 

were made in 2019 and increased to over 20,000 cases in 2021. The number of children targeted by 

online threats increased by nearly 20% between 2015 and 2022 (Federal Bureau of Investigation, 2022). 

For a child, the online threats may result in social isolation, social withdrawal, mental health issues 

(such as depression and anxiety), substance abuse, self-harm or suicide, low self-esteem, problem within 

the family, problems at school, lack of trust, emotional well-being, sense of security, as well as an 

increased likelihood of exhibiting abusive behaviours themselves in adulthood (UNICEF, n.d.; Chang 

et al., 2023; Borwell et al., 2025). 

 

Given the evolving nature of online threats and the potential impact on children’s well-being, a nuanced 

exploration of effective parenting strategies in the digital age is crucial. Any parenting approach 

designed to foster a safe online environment for children is considered a cyber parenting strategy (Shin 

& Luin, 2022). These strategies involve active engagement with children's digital activities, providing 

guidance on appropriate online behaviour, and implementing measures to protect them from potential 

online threats. These practices do more than just regulate access, as they play a significant role in 

shaping children’s digital literacy and cybersecurity awareness. Chen et al. (2024) found that effective 

parental mediation increases teenagers’ privacy risk perception and self-efficacy in managing online 

threats, which are key cognitive components in developing online threat-conscious behaviour.  

 

Similarly, Sciacca et al. (2022) found that active and restrictive parental mediation are associated with 

enhanced digital literacy skills and safer online practices among children. Sciaca’s findings suggest that 

cyber parenting is not merely about control but also about equipping children with the awareness and 

skills necessary to navigate digital environments safely and responsibly. Other research suggests that 
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higher parental digital literacy is associated with enhanced online safety for children; however, the 

mechanisms underlying this relationship remain poorly understood (Wisniewski et al., 2017). Despite 

the growing importance of digital parenting, there remains a lack of research examining how parents 

with differing levels of digital literacy manage their children’s online safety (Tomczyk & Potyrała, 

2021). For instance, it is unclear how parents with varying levels of digital literacy interpret online risks, 

respond to these threats, educate their children about them, and monitor their children's online activities.  

 

While previous studies highlight the impact of various parenting strategies, the results have been 

inconsistent. For example, an authoritative parenting style is linked to a reduced risk of children being 

exposed to online threats (Okeke et al., 2024), whereas children raised by permissive or uninvolved 

parents are more likely to engage in inappropriate online behaviour due to limited guidance and 

supervision (Elsaesser et al., 2017). However, some research has produced conflicting results. For 

example, Katz et al. (2019) found that neither general cyber parenting strategies nor cyber-specific 

mediation styles reliably predicted children’s involvement as targets of online threats. In addition, 

limited studies are focusing on how parents cope after their children have been exposed to online threats 

(Elsaesser et al., 2017; Tomczyk & Potyrała, 2021; Benatov, 2019). 

 

Addressing these gaps, the present study aims to explore how parents with various levels of digital 

literacy appraise and respond to online threats affecting their children, and how these appraisals shape 

their cyber parenting approaches. By documenting both the parenting strategies employed and the 

coping mechanisms adopted during and after such incidents, this study offers valuable insights into how 

families navigate children’s exposure to online risks. The Protection Motivation Theory (PMT) is used 

as the guiding framework for this study. This theory is chosen as it explains how individuals assess 

threats and their capacity to manage them, thereby influencing protective behaviours (Rogers, 1975; 

Dodge et al., 2023). Applying PMT in the context of cyber parenting helps to clarify the link between 

parents’ perceptions of digital risks and their motivation to act to protect their children. Importantly, 

these protective actions are not only about risk avoidance but also contribute to children’s development 

of cybersecurity awareness, equipping them with the skills and confidence to navigate digital 

environments more safely and independently. 

 

 

LITERATURE REVIEW 

 

Protection Motivation Theory (PMT) 

 

PMT explain individuals’ motivation to engage in protective behaviour in response to perceived threats 

(Rogers, 1975). It is originally grounded in health psychology; however, it has been widely adopted in 

other research domain, which includes cybersecurity and technology use (Rogers & Prentice-Dunn, 

1997; Dodge et al., 2023). PMT describes how individuals evaluate threats and assess their ability to 

cope with the threats. The evaluation is conducted through two primary cognitive processes, (1) threat 

appraisal - assessing the perceived severity of a threat and one’s vulnerability to it (Rogers, 1983; 

Conner & Norman, 2015), where the greater the perceived risk and impact, the higher the motivation 

to adopt protective behaviours (Chenoweth et al., 2009) and (2) coping appraisal - evaluates one’s belief 

in the efficacy of the protective response, self-efficacy, and response costs. 

 

In cybersecurity contexts, PMT has been employed to understand how individuals make decisions about 

adopting protective behaviours such as using strong passwords, installing antivirus software, or 

avoiding suspicious websites (Dodge et al., 2023; Chenoweth et al., 2009), and intention to protect 
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oneself in e-services (Hassan et al., 2024), avoiding phishing attack (Manoharan et al., 2022), or 

reducing data breaches (Rubis, 2024). Studies show that users are more likely to take proactive digital 

safety measures when they perceive online threats as severe and themselves as capable of managing 

them (Martens et al., 2019). 

 

In cyber parenting research, PMT can explain how parents assess online threats to their children and 

choose corresponding strategies. However, its application in cyber parenting remains underexplored. 

While previous literature has emphasised parenting styles, IT or digital literacy, and coping strategies 

(Elsaesser et al., 2017; Wisniewski et al., 2017), PMT allows the connection between risk perception 

and how the parents deal with it. By incorporating PMT, researchers can better explain variations in 

parental monitoring, education, and intervention following online threat incidents involving their 

children. For example, Hwang et al. (2017) demonstrated that both perceived severity and self-efficacy 

significantly influence the adoption of active and restrictive parental mediation strategies. Similarly, 

Teimouri (2015) found that parents with stronger perceptions of online threat severity and higher 

efficacy are more likely to engage in protective actions that reduce children’s exposure to online risks. 

Notably, these actions not only serve to shield children but also play a formative role in enhancing their 

cybersecurity awareness, particularly when mediation involves discussion, guidance, and the 

development of coping skills (Livingstone & Helsper, 2008; Livingston et al., 2015). Thus, PMT not 

only supports the theoretical framing of parental protection behaviours but also helps clarify how such 

behaviours shape children’s understanding and resilience in the digital environment. 

 

Types of Common Online Threats Targeting Children 

 

One of the most prevalent online threats targeting children is cyberbullying. Numerous studies confirm 

that online harassment of youth is widespread globally. In the Malaysian context, cyberbullying appears 

alarmingly common. Prior studies among Malaysian children found prevalence rates as high as 52% 

(Marret & Choo, 2017; Samsudin et al., 2023). A 2020 global survey ranked Malaysia second in 

Asia for youth cyberbullying incidence (Razali & Nawang, 2022), indicating that Malaysian children 

are disproportionately at risk of online harassment by peers. This underscores that cyberbullying is not 

only a global phenomenon but also a pressing local issue. Many studies demonstrated that females were 

more likely to be cyberbullied than males (Zhu et al., 2021). Research suggests that parental 

inconsistency in monitoring children's online activities and parental neglect are linked to the direct or 

indirect harm of cyberbullying (Hong et al., 2018; Katz et al., 2019).  

 

Another online threat targeted at children is online sexual exploitation, which includes grooming, 

sextortion, and the spread of child sexual abuse materials. Sextortion, where children are coerced via 

nude images or videos and then blackmailed for more content or money, has surged in recent years, 

with a 7,200% increase between 2021 and 2022 (We Protect Global Alliance, 2024). Malaysian children 

are not immune to these dangers. Malaysian authorities have recently received reports of child grooming 

groups operating on popular social platforms (Basir, 2024). A UNICEF Malaysia study in 2021 found 

that about 4% of Malaysian internet users aged 12–17 had encountered threats of online sexual 

exploitation or abuse, a concerning figure given the under-reporting in this domain (UNICEF, n.d.). 

These trends illustrate that sexual predators are leveraging technology to reach minors worldwide, 

necessitating stronger safeguards and awareness to protect children from such threats. 

 

Children are also susceptible to phishing, hacking, and other online threat tactics. Attackers may target 

minors through deceptive emails, messages, or in-game chats to steal personal information, account 

credentials, or even money. Young users often have limited ability to recognise scams, making them 
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easy prey for identity thieves and fraudsters. Data breaches affecting children’s personal information 

further amplify this risk. In recent years, breaches of student databases and learning platforms have 

exposed millions of children’s records (Jang & Ko, 2023). Jang and Ko (2023) argue that children 

typically have little control over how their data is collected or used and lack the critical judgment to 

consent to complex terms. 

 

Since the COVID-19 pandemic, society has become increasingly reliant on online meeting tools, 

transitioning from in-person business meetings, online classes, and social gatherings to virtual 

platforms. However, the widespread use of these services has also facilitated a new form of attack 

wherein perpetrators infiltrate and intentionally disrupt virtual meetings, commonly referred to as 

"Zoom bombing." Zoombombing is usually initiated by a legitimate participant in the meeting call (e.g., 

a student in an online lecture) who shares the meeting details and invites other community members to 

participate in a coordinated attack (Ling et al., 2021). Subsequently, the attackers may divulge details 

such as meeting passwords or personal information about the host. They then infiltrate the online 

meeting to torment participants, which may include sending hateful messages or displaying offensive 

or indecent images. 

 

The impacts of online threats on children’s mental health and well-being are severe. For example, 

children often suffer anxiety, depression, low self-esteem, academic problems, and even suicidal 

ideation (Samsudin et al., 2023). Given their limited cognitive maturity and digital experience, it is the 

responsibility of adults, particularly parents, to guide and educate them on cybersecurity awareness 

(Livingstone et al., 2015; Lee & Chae, 2007). This includes helping children recognise, evaluate, and 

respond appropriately to potential online risks. 

 

Parents’ Digital Literacy  

 

Parenting in the digital age often evokes emotions of fear, confusion, and overwhelm. Cyber parenting 

extends beyond essential supervision to include educating and guiding children in the safe and effective 

use of technology. Cyber parenting is a continuous effort to recognise that parents must stay up-to-date 

on technological developments to guide their children effectively (Plowman, 2015). Parents must 

acquire the knowledge and skills to effectively use computers, smart devices, and the Internet while 

also understanding the associated risks (Livingstone et al., 2015). Parents should create a safe online 

environment by choosing devices and content suitable for their children's ages. In addition, 

implementing control measures such as active supervision and content filtering is needed. These 

responsibilities define the role of digital parents in ensuring their children's online safety and healthy 

media consumption habits (Mallik & Radwan, 2020). 

 

The literature on parental digital literacy suggests that digitally literate parents are better equipped to 

navigate complex parental control settings, enabling them to install effective filters and monitoring tools 

that create a more secure online environment (Wisniewski et al., 2017). Children of parents with high 

digital literacy generally demonstrate stronger ethical awareness in digital interactions (Guo et al., 

2024), mainly because their parents understand critical topics such as digital footprints and data privacy. 

This awareness helps these children to act more cautiously and responsibly online, while effective filters 

and monitoring tools further reduce their exposure to online risks (Barnes & Potter, 2020). 

 

Some parents may rely on providing children with the latest gadgets to keep them occupied and avoid 

interruptions to their work (Brauchli et al., 2024; Chong et al., 2023), regardless of their digital literacy 

level. Consequently, both parents and children become absorbed in their respective devices, which can 
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lead to a lack of supervision and, in some cases, children misusing the Internet (Hidayat & Listiawati, 

2018). Lou et al. (2010) found that parents with limited digital literacy often impose stricter controls on 

their children’s online interactions. Meanwhile, digitally literate parents tend to place more trust in their 

children’s online behaviour and provide less guidance, potentially due to their reliance on technical 

safeguards such as firewalls and security software. However, Yaman et al. (2021) challenge these 

findings, suggesting that digitally literate parents are not necessarily more trusting of their children's 

online activities. Instead, Yaman et al. (2021) emphasise that digital literacy tends to improve over time 

with experience. 

 

Past studies have revealed that parents consistently express a need for information and guidance when 

online threats occur, emphasising the necessity of informed parental involvement (Tomczyk & Potyrała, 

2021). As technology advances, the need for parents to adapt and enhance their skills becomes 

increasingly essential, as parents’ knowledge can significantly influence children's digital competencies 

(Ayyash et al., 2024). Therefore, parents must continuously update their knowledge to guide their 

children effectively. However, studies indicate parents often have low knowledge or digital literacy, 

particularly in online interactions (Waldman-Levi et al., 2013; Mascheroni et al., 2018). This 

competence gap, where children surpass their parents in using digital technology, intensifies feelings of 

inadequacy within families. The gap in knowledge or literacy often causes parents to struggle to find 

information and intervene effectively. Ongoing research is needed to better understand the relationship 

between parents' knowledge of digital literacy and cyber parenting approaches. 

 

Cyber Parenting Approaches 

 

Parental supervision in preventing cyberbullying is associated with factors such as digital parenting 

awareness, active mediation, content-specific restrictive interventions, and overall supervision (Durak 

et al., 2024). Parents are aware of the potential threats associated with the Internet, but their awareness 

level remains moderate, which may not fully protect children from online threats (Ahmad et al., 

2019). It is crucial to recognise that children's Internet usage can potentially lead to Online threats, and 

the parenting style practised by parents significantly influences this outcome (Kanan et al., 2018). 

 

There are four main categories of parenting styles, which are: (1) authoritative, (2) authoritarian, (3) 

permissive/indulgent, and (4) neglectful parenting styles (Baumrind, 1991; Kuppens & Ceulemans, 

2019). Authoritative parenting style is characterised by raising children on a reasonable basis. The 

parents are warm, treat their children with care, and are very supportive of their children. They also 

offered their children opportunities to do or act autonomously (Moreno-Luiz et al., 2019; Yusuf et al., 

2020). In contrast, authoritarian parenting is characterised by high demands and low responsiveness 

(Hoskins, 2014). Parents believe their children must follow their rules and obey their decisions without 

question. Next is the permissive parenting style. It is characterised by high responsiveness but low 

demand (Baumrind, 1991). Based on previous studies, parents who apply a permissive parenting style 

do not or occasionally discipline their children and allow them to settle on significant choices without 

help from anyone else, with practically no rules or limiting standards (Benedetto & Ingrassia, 2021; 

Kanan et al., 2018). Meanwhile, neglectful parenting style is marked by low responsiveness and low 

demands, the least involved parenting style (Kanan et al., 2018). The parents gave their children 

freedom without educating them about the essential things they must follow.   

 

The complexity of cyber parenting styles and their impact on children's Internet usage has become a 

focus of contemporary research. Parenting approaches play a pivotal role in determining how protected 

or vulnerable children are in cyberspace. A growing body of research shows that authoritative parenting 
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tends to be a protective factor for children’s online safety (Gómez-Ortiz et al., 2018). In 

contrast, Gómez-Ortiz et al. (2018) also found that authoritarian or neglectful parenting styles can 

increase a child’s vulnerability to online threats. Past studies indicate that an authoritative approach to 

cyber parenting tends to result in safer and more responsible Internet use among children  (Yusuf et al., 

2020). Similarly, an earlier study by Valcke et al. (2010) found that children of authoritarian and 

authoritative parents are less likely to experience cyberthreats. In contrast, children raised by permissive 

or neglectful parents are more susceptible to such activities as too much screen time and potential 

exposure to online risks (Lo et al., 2020).  

 

Other research shows that boys and girls have different risks of facing online threats. Specifically, boys 

raised with lenient parenting are less likely to get involved in online threats. However, girls raised with 

strict parenting have a higher risk of engaging in online threats (Moreno-Ruiz et al., 2019). While these 

studies primarily examine parenting styles, their implications extend directly to children’s cybersecurity 

awareness. Parenting that combines warmth with guidance tends to promote open communication, 

digital literacy, and responsible online habits in children, which may lead the children to develop critical 

thinking about online risks, understand privacy concerns, and engage in protective behaviours. 

Conversely, permissive or neglectful parenting often leaves children without sufficient support or 

oversight, which may limit their awareness of digital threats and reduce their preparedness to respond 

to them. Therefore, cyber parenting styles do not merely influence exposure to online risks but also 

shape the development of children’s cybersecurity awareness and their capacity to navigate the digital 

world safely and responsibly. 

 

Coping Strategies 

 

Coping theory suggests two main categories: problem-focused and emotion-focused (Baker & 

Berenbaum, 2007; Folkman & Lazarus, 1988; Wechsler, 1995; Lai et al., 2012; Lazarus, 1993). 

Problem-focused coping addresses the root cause of the problem through actions aimed at rectifying the 

strained relationship between the individual and their surroundings (Folkman & Lazarus, 1988; 

Wechsler, 1995). This approach emphasises acting against problems for desirable outcomes (Green et 

al., 2010; Lazarus, 1993). In contrast, emotion-focused coping concentrates on managing emotions or 

stress without directly tackling the underlying problem. These strategies vary widely and may include 

venting emotions or seeking social support (Green et al., 2010), making them more challenging to define 

than problem-focused coping. 

 

 

METHODOLOGY 

 

This study employed qualitative research methods to gain a deeper understanding of the underlying 

issues related to cyber parenting in the context of children's exposure to online threats. This approach 

provided a rich and flexible framework to capture a range of insights into parents' experiences with 

online threats and their strategies for managing these challenges. 

 

Data Collection 

 

The initial phase of this study involved recruiting participants, specifically parents with experience 

handling online threats, through a Google Form distributed in collaboration with the Ministry of Higher 

Education. The Google Form includes a brief overview of the study’s objectives, expectations, and 

eligibility requirements. A snowball sampling technique was used to broaden recruitment reach. Parents 

who are interested in participating were asked to provide their contact details for follow-up. 
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In total, 15 parents expressed interest in participating. However, five later withdrew, leaving 10 parents 

available for interview. The participants were assigned reference numbers P1, P2, and so on until P10. 

Interview sessions were scheduled via Webex, and participants received digital calendar invitations 

confirming their session times. Each interview lasted approximately 30 minutes to one hour, following 

a semi-structured format that allowed for flexibility in exploring emerging themes. The data were 

collected over 6 months, from April 2022 to October 2022. 

 

Each session began with an introduction from the interviewer, followed by a brief overview of the 

study's purpose. The participants were informed of the interview ground rules and asked for consent to 

record the conversation to ensure ethical consideration for this study. They were assured that they could 

skip any questions they felt uncomfortable answering and that recordings would be deleted once the 

data was fully extracted and analysed. Once the participant agrees to the terms and conditions, the 

interview session starts. The interviewers then proceed with a series of pre-determined, open-ended 

questions. A preliminary set of questions was prepared, allowing flexibility to incorporate additional 

relevant questions during the interviews as needed. At the end of each interview, participants were 

thanked for their time and encouraged to reach out with any further questions or comments for the 

research team. 

  

Data Analysis 

 

Following the completion of the interview sessions, the next phase of the research involved transcription 

and coding of the data. The responses from nine of the 10 parents were analysed, as one interview was 

excluded due to incomplete data. Transcriptions were meticulously prepared to ensure an accurate 

representation of the interview content. Atlas.Ti was utilised for coding purposes. Two cycles of 

thematic coding were conducted to ensure the reliability of the analysis. In the first cycle, three coders 

developed an initial thematic framework using primarily deductive coding. In the second cycle, two 

independent coders engaged in discussions to refine and agree on suitable codes, combining both 

inductive and deductive approaches. Inductive coding involved identifying patterns and themes 

emerging directly from the data, while deductive coding applied predefined categories based on the 

existing literature and the research objectives.  

 

Through iterative discussions, a comprehensive coding framework was developed to facilitate 

systematic qualitative data analysis. By adhering to these methodological procedures, the research 

aimed to ensure rigour, transparency, and reliability in the data collection and analysis processes, 

thereby enhancing the validity and trustworthiness of the study findings. Finally, the relationship based 

on the emerging theme is analysed and presented to answer the research questions. Table 1 includes the 

emerging themes from the analysis, guided by PMT. Upon the development of the coding framework 

and identification of key themes, the final stage of the analysis involved mapping the emergent 

categories onto the constructs of  PMT. PMT was used to interpret the behavioural patterns of parents 

in responding to online threats experienced by their children.  

 

The themes related to 'digital literacy' align with the 'Self-Efficacy' construct within PMT's Coping 

Strategies framework. This is because past research found that parents with high digital literacy skills 

feel more aware and capable of guiding their children’s online activities (Fidan & Olur, 2023; Kalkim 

et al., 2024). Meanwhile, the ‘Cyber Parenting Strategies’ were aligned with the other PMT’s Coping 

Strategy constructs, which encompass response efficacy and perceived response cost when dealing with 

children’s online threats. Similarly, the themes under ‘Threat Appraisal’, including perceived severity 

and perceived vulnerability, were derived directly from parents' subjective evaluations of the risks 
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associated with their children’s online behaviours and the consequences of online threats. By 

systematically linking these themes to PMT constructs, the study was able to explain how variations in 

parents’ digital confidence, awareness of online threats, and parenting styles influenced their protective 

behaviours and coping mechanisms.  

 

Table 1 

 

Themes Emerged in the Analysis 

 

Themes Sub-themes Descriptions 

Parents’ 

Digital 

Literacy 

 

High 
Digitally skilled and confident parents who can monitor, guide, and 

support their children online 

Moderate 
Parents who have some digital literacy skills but are still learning. 

They often learn together with their children. 

Low 
Parents who have limited digital knowledge and skills. Their children 

are usually more tech-savvy than they are. 

Cyber 

Parenting 

Strategies 

 

Authoritarian Strict control over children’s online activities, with little flexibility. 

Authoritative 
Sets clear online rules while encouraging open communication and 

shared decision-making. 

Permissive Gives children a lot of freedom online with little guidance. 

Parents’ 

coping 

strategies 

Problem-

focused coping 

Parents actively solve online safety issues by taking clear actions to 

protect their children. 

Emotion-

focused coping 

Parents focus on managing their own emotions, often by seeking 

support or reducing stress. 

Threat 

Appraisal 

Perceived 

Severity 
How seriously do parents think online threats are for their child. 

Perceived 

Vulnerability 

How likely do parents think their child could become a target of online 

threats. 

Coping 

Appraisal 

Self-Efficacy Parents’ confidence in their ability to keep their children safe online. 

Response 

Efficacy 

How effective parents believe their actions will be in reducing online 

risks. 

Response Cost The effort or stress parents feel when trying to take protective actions. 

 

The classification of parents’ statements into ‘Low’, ‘Moderate’, or ‘High’ levels for each PMT 

construct was developed using a combined deductive–inductive approach. This process was guided by 

core PMT literature (Rogers, 1983; Maddux & Rogers, 1983) and following previous PMT studies in 

online safety contexts (e.g., Woon et al., 2005). For example, statements minimising potential 

consequences (e.g., describing online threats to their children as ‘not a big deal’) were coded as ‘Low 

Perceived Severity’, whereas statements acknowledging serious or lasting harm were coded as ‘High’. 

The classification framework was refined iteratively by comparing theory-driven indicators with 

emergent themes from the actual interview data. This allowed the coding to remain theoretically 

anchored while responsive to parents’ lived experiences (Terry et al., 2017; Braun & Clarke, 2006). To 

enhance consistency, all coded segments were cross-checked against the indicator table, and coding 

disagreements were discussed until consensus was reached. Representative quotes were selected to 

demonstrate how each level was operationalised, strengthening transparency and trustworthiness. 
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FINDINGS AND DISCUSSIONS  

 

This section will present the findings of this study. The discussion of the findings and how they relate 

or contrast with similar existing research will also be presented to reveal the meaning of the findings.  

 

Participants’s Profile 

 

The parents selected as respondents for this study were those whose children had been exposed to online 

threats. The affected children were predominantly from secondary schools, with two cases involving 

primary school pupils and another two cases involving college or university students. The online threats 

experienced ranged from account hacking and Zoom raids to incidents of cyberbullying. Notably, most 

of the children affected were male. Among the participating parents, three demonstrated high levels of 

digital literacy, while four were classified as having high cybersecurity awareness. Two parents with 

high digital literacy adopted an authoritarian parenting approach, imposing strict controls and 

restrictions on their children’s online activities. In contrast, six parents employed an authoritative 

approach, which emphasised greater autonomy for their children while maintaining casual monitoring 

of their online behaviour. One parent reported using an authoritative approach with younger children, 

combined with a more permissive approach for older children. 

 

Parents’ Digital Literacy 

 

Parents have various digital literacy levels, ranging from low to highly literate. In general, we found 

that the effect of parents' digital literacy on their children’s tech-savviness reflects the methods parents 

use to understand, navigate, and interact with technology, particularly concerning Internet and computer 

use. The findings in Table 2 revealed diverse views among parents about their level of digital literacy. 

While some parents felt less digitally capable, others believed they were on par with or even more tech-

savvy than their children.  

 

Table 2 

 

Evidence of Parents’ Level of Digital Literacy 

 

Level Descriptions Verbatims 

High-

Level  

Enabled them to take a more 

proactive and informed approach to 

guiding their children’s online 

activities 

“Regarding what’s up to date, usually, it’s my 

husband. Because it’s his field, you know, he’s a 

software engineer, so he’s the one who knows the 

latest.” (P7). 

Moderate 

Level  

Parents who have embarked on a 

continuous learning journey, 

actively seeking advice from friends 

or older children 

“Usually, I will ask my older children because they 

are even more advanced. So, they are the ones who 

will monitor the younger siblings.” (P4). 

Low-

Level  

Admit that their children’s greater 

proficiency with digital platforms 

“They are indeed more proficient in matters related 

to smartphones, internet, and games.” (P3). 

 

These findings reinforce the need for continuous, active parental involvement that goes beyond 

technical competence, ensuring children are supported in recognising and responding to online threats 

in real time. Parents need to consistently support the development of their children's digital literacy and 

cybersecurity awareness, equipping them to navigate online threats more effectively. 
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Parents’ Digital Literacy as the Indicator for Self-Efficacy 

 

In PMT, self-efficacy refers to a parent’s confidence and beliefs in their ability to protect their children 

online (Rogers, 1975; Hwang et al., 2017). Research shows that digital literacy is a key factor that 

shapes this belief, whereby the parents who are more skilled with digital tools feel more competent to 

monitor, guide, and mediate their children’s online activities (Fidan & Olur, 2023). Therefore, we argue 

that parents’ digital literacy is an indicator of self-efficacy. For example, high-level digital literacy 

parents demonstrated high self-efficacy. Meanwhile, moderate-level digital literacy showed moderate 

self-efficacy. They weren’t highly confident initially, but they built their skills by learning alongside 

their children, boosting their self-efficacy over time. Lastly, parents with low digital literacy skills felt 

less confident. Their children often surpassed them in tech knowledge, leading to uncertainty in taking 

protective actions. This is indicative of low self-efficacy. 

 

Cyber Parenting Approaches 

 

Following the interview analysis, three themes (as shown in Table 3) of parenting emerged: (1) trust 

but keeping an eye on things (Authoritative), (2) monitoring every step of the way (Authoritarian), and 

(3) freedom first, no worries here (Permissive). None of the parents adopts neglecting parenting. 

 

Table 3 

 

Cyber Parenting Approaches 

 

Approaches Descriptions Verbatims 

Authoritarian Parents who enforce rules. 

“Before this, I installed a tracker in my kids’ 

phones and monitor what they are watching and 

streaming” (P2). 

Authoritative 

These parents give their children 

some freedom in managing their 

online activities.  

“I don’t usually ask for passwords, but I will 

sometimes ask them to let me view their social 

media account” (P3). 

Permissive 

Parents in this category face 

challenges in controlling their 

children’s activities online, partly 

due to addiction. 

“For my two smaller kids, I really cannot control 

their online gaming activities. They just don’t 

listen”(P6). 

 

 

Parental Coping Strategies in Response to Children’s Online Threats 

 

This study analysed the coping strategies of parents after online threat incidents by their kids. Parents 

employ several coping strategies, including seeking help, taking proactive action, and offering advice 

to their children. These coping strategies were then mapped with the three types proposed by Lazarus 

(1993). While parents demonstrated both problem-focused and emotion-focused coping strategies (as 

shown in Table 4) in response to online threats, there was no indication of appraisal-focused coping in 

the data. 
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Table 4 

 

Coping Strategies 

 

Strategy Descriptions Verbatims 

Problem-

focused coping 

Reporting to the authority, engaged in 

collective discussion, implementing 

technical measures, and offering advice to 

the children. 

“After this incident, we parents from the 

same class spent 2-3 days discussing this 

matter.” (P5) 

Emotion-

focused coping 
Retaliate against the cyberbullying. 

“I also replied to his comments before I 

closed the comments, you know... I said, 

'My son is only 9 years old, why would he 

say something like this, right?” (P9) 

 

Interpreting Parenting Styles through the Lens of PMT 

 

This section presents the interpretation of cyber parenting styles through the framework of PMT. 

Analysis of the interview data revealed distinct patterns in how parents assess and respond to online 

risks experienced by their children. These patterns correspond closely with the core constructs of PMT, 

illustrating how variations in parenting styles and digital literacy shape parental protective behaviour. 

 

As outlined in the previous section, digital literacy is reflected in the ‘Self-Efficacy’ component of 

PMT, indicating parents’ confidence in using digital tools to safeguard their children. 

Meanwhile, parenting styles and their related behaviours, such as the use of rules, discussions, and 

emotional reactions, are captured through the constructs of ‘Threat Appraisal’ and ‘Coping Appraisal’, 

which encompass perceived severity, vulnerability, response efficacy, and response cost. In addition, 

the parental coping strategies identified in the previous section can be situated within the PMT 

framework by aligning them with the coping appraisal process. In this context, parents’ engagement in 

problem-focused and emotion-focused coping reflects their appraisal mechanisms for coping. Table 5 

summarises key insights and evidence from the data, categorised according to each core PMT 

component. Each level (low/moderate/high) provides illustrative examples of parents’ perceptions, 

behaviours, and confidence in managing digital threats, supported by direct quotes from participants.  

 

Table 5  

 

Key Insights from the Data According to the Core Components of PMT 

 

PMT 

Constructs 
Level Key Insights from Findings Verbatim Quotes 

Threat 

Appraisal: 

Perceived 

Severity 

Low 

Minimal concern; belief that 

children are resilient or unlikely to 

be harmed. 

No evidence of Low Perceived 

Severity 

Moderate 

 

Some awareness of risk, but see 

occasional exposure as manageable. 

“Sometimes I do worry, but I feel it’s 

okay because my child knows what to 

do.” (P7) 

High  

Strong concerns about exposure to 

inappropriate content and online 

harassment; threats are seen as 

emotionally and psychologically 

damaging; regret for delayed action. 

“I get really scared. Especially when 

they’re at the stage of growing up, it 

scares me. I’m really scared” (P6) 

(continued) 
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PMT 

Constructs 
Level Key Insights from Findings Verbatim Quotes 

Threat 

Appraisal: 

Perceived 

Vulnerability 

Low 
Believe children are tech-savvy and 

unlikely to be deceived. 

“My child knows more about IT than I 

do. I trust that they can take care of 

themselves.” (P1)  

Moderate 

Concern about peer influence and 

social media exposure. But it is 

recognised as an inevitable part of 

growing up in the digital age.  

“What I’m worried about is the 

girl..the one who’s in Year Five now.. 

It’s because her TikTok account has 

13,000 followers. But… so far, even 

though there are thousands of 

followers, from what I see, they’re 

mostly school kids. Kids around her 

age. So it’s okay, I guess” (P4) 

High 

Children with unsupervised or 

frequent online access are seen as 

highly vulnerable; girls are 

perceived to face greater risks; 

behavioural and emotional changes 

reinforce the perception. 

“I saw how my son changed 

emotionally after he was body-

shamed.” (P9)  

 

Coping 

Appraisal: 

Response 

Efficacy 

Low 
Doubtful about the effectiveness of 

their actions. 

“Even if we set rules, kids nowadays 

can bypass them. It’s hard to 

control.”(P6) 

Moderate 
Believe that a mix of rules and 

communication can work. 

“If you talk to them nicely, they’ll 

usually listen.” (P4) 

High 

Strong belief that monitoring and 

restrictions are effective; favour 

combining technical controls with 

open communication. 

“Monitoring, tracking apps, sharing 

passwords of their social media 

accounts, these methods work for 

us.” (P2) 

Coping 

Appraisal: 

Response Cost 

Low 
Few barriers; rules are accepted by 

children. 

“My kids understand why they have to 

put away their phones by 10 pm, so it’s 

not a problem.” (P7) 

Moderate 
Some resistance from children, but 

it is manageable. 

“If he plays too long, I just hide the 

phone. He won’t get it for weeks. He’ll 

throw a tantrum for about 5 to 10 

minutes, I just endure it while he 

screams and cries. After that, he stops 

crying” (P9) 

High 
High emotional toll, conflict, stress, 

and struggle with enforcement. 

“When I install the app, they’ll argue, 

‘how am I supposed to access it if the 

teacher gives homework’, and so 

on….. It’s tiring” (P6) 

 

The next sub-sections will explain the relationship between parenting style and PMT components based 

on the findings that have been discussed in this section. These findings not only demonstrate the 

diversity of parental experiences and strategies but also offer a nuanced understanding of how digital 

literacy, or in PMT’s context, self-efficacy, influences parental strategies for mitigating online threats 

and enhancing children’s cybersecurity awareness and digital literacy. 
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Authoritarian Parenting: High Threat and Strong Coping Appraisal 

 

Authoritarian parents reflected high threat appraisal, perceiving online risks as both severe and their 

children as highly vulnerable, especially in cases involving scams, data breaches, or stranger contact. 

These parents typically had high digital literacy, giving them strong self-efficacy, and they strongly 

believed in the effectiveness of strict interventions, which denotes high response efficacy. Their coping 

strategies included using surveillance tools, enforcing curfews, and monitoring device activity. Some 

parents took the initiative to attend parenting seminars to prepare their children to face online threats. 

They also made efforts to explain the dangers of these threats to their children regularly. These actions 

were taken with low to moderate concern for response cost, where parents were willing to endure 

emotional tension or conflict if it meant protecting their children. From the PMT lens, authoritarian 

parenting styles reflect a high threat–high coping profile, which PMT predicts will produce strong 

protective behaviours, not only to the parents but also their children. These parents engaged in strict 

problem-focused coping, acting decisively and proactively to reduce perceived risks, indirectly 

increasing the children’s digital literacy in facing online threats. Figure 1 illustrates the pattern observed 

in authoritarian parents in this study. 

 

Figure 1  

 

Trends in Authoritarian Parenting Styles Based on PMT Components  

 

 

 
 

 

Our findings are supported by Hwang et al. (2017), who confirm that authoritarian parenting is 

associated with high perceived severity, high self-efficacy, and strong belief in the effectiveness of 

mediation strategies (high response efficacy). In their study, authoritarian parents tend to adopt 

restrictive and active mediation strategies when they believe their children are vulnerable to online 

threats and that their interventions can mitigate these threats.  
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The findings are also consistent with Sciacca et al. (2022), who found that parental concerns about 

online risks and digital literacy skills drove restrictive mediation. Sciacca et al. argue that the 

authoritarian parents who are digitally literate are usually more proactive and confident in using strict 

strategies like monitoring and restrictions. However, Sciacca’s findings also suggest that overly 

restrictive mediation without clearly explaining it to the children is likely to reduce children’s digital 

literacy and resilience. This contrasts slightly with the assumption that all authoritarian strategies work 

well for children. Nonetheless, in our study, we found that the children were generally receptive to 

parental monitoring or restrictions, as the authoritarian parents balanced their strict monitoring by 

explaining their reasons and educating the children about the risks of digital spaces. This approach not 

only encouraged safer online behaviour but also fostered mutual understanding.  

 

Authoritative Parenting: Balanced Threat and Coping Appraisal 

 

Parents with an authoritative parenting style trust their judgment while maintaining awareness. This 

study found that while these parents demonstrated characteristics of authoritative parenting, their digital 

literacy skills (Self-Efficacy) varied significantly (as shown in Figure 2), which influenced how they 

assessed online threats and their coping responses, as conceptualised in PMT.  

 

Figure 2  

 

Trends in Authoritative Parenting Styles at Varying Levels of Self-Efficacy within the PMT 

 

 

 
 

Legends:  

 Authoritative Parents with High Level Self-Efficacy (Digital Literacy) 

 Authoritative Parents with Medium Level Self-Efficacy (Digital Literacy) 

 Authoritative Parents with Low Level Self-Efficacy (Digital Literacy) 
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Parents with high self-efficacy, typically those with advanced IT skills, tended to perceive online threats 

as moderately severe but believed their children had low vulnerability. These parents exhibited high 

response efficacy and viewed the cost of protective actions as moderate, indicating confidence in their 

ability to manage risks effectively without being overly alarmed. In contrast, parents with moderate 

self-efficacy showed greater concern, appraising both threat severity and vulnerability as moderate to 

high, yet maintained a reasonable belief in the effectiveness of their coping strategies, with response 

costs still perceived as manageable.  

 

Meanwhile, parents with low self-efficacy, often those with limited digital skills, perceived online 

threats as highly severe and their children as highly vulnerable. Although they believed that certain 

protective responses could be effective, their confidence in implementing these strategies was only 

moderate, and they perceived similar moderate levels of effort or cost required. These patterns suggest 

that digital literacy plays a critical role in shaping not only parents’ digital competence but also their 

cognitive and emotional responses to their children's online safety. Some of the authoritative parents 

showed moderate self-efficacy, either due to their existing digital literacy skills or through co-learning 

with their children. They also have a moderate to high threat appraisal. This study is in line with Hwang 

et al. (2017), who found that authoritative parents normally had higher perceived severity and high self-

efficacy.  

 

The response efficacy demonstrated by authoritative parents in this study was found to be moderate to 

high. These parents believed that strategies such as guidance, trust-building, and occasional monitoring 

could help mitigate online risks. However, they did not consistently express full confidence that such 

measures would be entirely effective in preventing online threats. This contrasts with the findings of 

Hwang et al. (2017), who reported that authoritative parenting was positively associated with high 

response efficacy. Parents in their study appeared more assured that their protective and intervention 

efforts would successfully protect their children in the digital environment.  

 

Additionally, we found that response costs (e.g., emotional strain, time investment, or effort required to 

implement protective measures) appeared to be moderate or manageable for authoritative parents, 

regardless of their self-efficacy level. This may explain their continued use of balanced strategies. This 

finding supports the study by  Sciacca et al. (2022), which claims that authoritative parents often employ 

a combination of active and restrictive mediation. This reinforces the view that these parents are actively 

involved in discussing the digital risks with their children while maintaining a flexible and supportive 

approach.  

 

Permissive Parenting: High Threat, Low Coping Appraisal 

 

Interestingly, despite their low digital literacy, permissive parents showed high perceived severity and 

vulnerability, especially when their children were exposed to inappropriate content or excessive 

gaming. This shows that the parents are aware of the risk that comes when letting their kids use the 

Internet without supervision. However, unlike authoritarian parents, they exhibited low self-efficacy, 

often feeling incapable of using or managing digital tools effectively.  

 

Parents with permissive styles also showed low response efficacy. They often doubt whether their 

actions in setting limits will be effective. Additionally, they experienced high response costs, such as 

emotional exhaustion, guilt over restricting other children’s access, or fear of child resistance. These 

barriers hindered consistent protective action. As a result, their coping strategies were frequently 

emotion-focused or avoidant, including relying on external sources to solve the problem, such as 

teachers or peers (Chen et al., 2023). 
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From the PMT perspective, permissive parenting thus aligns with a high-threat–low-coping profile, 

which tends to result in weaker protective behaviours, which could impact the children’s awareness of 

online threats. These findings align with prior studies indicating that permissive parenting is negatively 

associated with effective digital mediation and positively associated with children's online 

vulnerabilities (Hwang et al., 2017; Teimouri, 2015). Figure 3 shows the trends in permissive parenting 

styles. 

  

Figure 3  

 

Trends in Permissive Parenting Styles Based on PMT Components 
 

 

 
 
 

Figure  4 

 

How PMT Components Relate to Parental Digital Literacy and Coping Strategies 

 

 

 
 
 

Figure 4 shows how PMT components (threat appraisal and coping appraisal) relate to parental digital 

literacy (self-efficacy) and coping strategies. It highlights critical gaps where targeted support, such as 
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digital literacy training or structured parenting guidance, could empower less responsive parents to 

become more effective digital guardians and consequently help to boost the children’s cybersecurity 

awareness. 

 

Overall, the study reveals that parental responses to online threats are shaped by both awareness and 

confidence in managing risk. When threat appraisal and coping appraisal are both high, parents are more 

likely to implement problem-focused coping strategies. However, when self-efficacy is low and 

response costs are high, parents may fall back on emotion-focused coping or adopt more lenient 

parenting approaches, which do not effectively help children build digital literacy and cybersecurity 

awareness. These findings support the work of Zhang et al. (2022), who emphasised the critical role of 

digital self-efficacy and parenting style in promoting cyber safety behaviours. Beyond immediate 

protection, these parental strategies play a formative role in cultivating children’s cybersecurity 

awareness and skills.  

 

Parents with high digital literacy skills and structured mediation approaches are more likely to engage 

in open discussions about online risks, demonstrate safe online behaviours, and involve children in 

reflective decision-making processes. As shown by Teimouri et al. (2015), such engagement enhances 

children’s risk perceptions and self-efficacy, equipping them to apply security practices independently 

and responsibly. Moreover, consistent modelling of proactive behaviours or coping strategies, such as 

reporting incidents, managing privacy settings, or evaluating digital content, may translate into tacit 

learning experiences for children, which build their confidence and autonomy in digital environments. 

Ultimately, cyber parenting is not merely a protective shield; it functions as an informal but powerful 

educational process through which children acquire essential digital competencies and internalise 

cyber-safe norms. 

 

 

CONCLUSION 

 

The findings of this study reflect that parents’ digital literacy and parenting styles significantly shape 

how they perceive and respond to cyberthreats involving their children. Using PMT as the theoretical 

guide, we identified distinct differences in threat and coping appraisals across authoritarian, 

authoritative, and permissive parenting styles. Authoritarian parents displayed strong self-efficacy and 

employed strict, problem-focused strategies. This is due to their high level of digital literacy. 

Meanwhile, authoritative parents balanced digital autonomy with some level of freedom, using flexible 

and collaborative approaches. In contrast, the permissive parents showed lower self-efficacy and relied 

more on emotional or avoidant coping due to uncertainty and perceived response costs, although they 

managed to evaluate the threats. 

 

PMT explains parental decision-making and the importance of interventions that enhance self-efficacy 

in protecting their children. Theoretically, this study contributes by extending PMT in the cyber 

parenting domain. It reveals that even parents with low digital literacy and self-efficacy are aware of 

the risks associated with online engagement. Furthermore, parents' varying levels of digital literacy 

influence how they manage to mitigate online threats targeting their children. This study also refines 

the application of PMT by showing the interplay between perceived severity, vulnerability, self-

efficacy, and response efficacy in real-life parenting practices. 

 

From a practical perspective, the study provides important insights for educators, policymakers, and 

organisations working to support parents in providing safe online environments to their children. The 

findings suggest that interventions should focus not only on building parents’ digital literacy but also 
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on boosting their confidence in handling cyber incidents. Programs that promote digital co-learning 

between parents and children, provide accessible tools for monitoring and guidance, and address the 

emotional strain of digital parenting may be especially effective in helping families manage online 

threats. Parents’ digital literacy and parenting approaches not only shape the precautions families take 

online but also profoundly influence how children learn about and internalise cyber‐safe behaviour. In 

particular, parents who themselves possess strong ICT skills can model and teach safe practices (for 

example, demonstrating how to verify information or configure privacy settings), so that children 

acquire these competencies indirectly. 

 

In future, there is a need to proceed with research that analyses how digital parenting behaviours evolve 

and how they influence children’s online safety, risk-taking, and resilience. It is also important to 

examine how cultural, gender and socioeconomic factors affect digital self-efficacy and parenting 

styles. More participants from diverse educational backgrounds and household types should be included 

to yield more conclusive findings. It is hoped this research area will be an ongoing effort as online 

threats targeting children continue to evolve. In future, there is a need to proceed with research that 

analyses how digital parenting behaviours evolve and how they influence children’s online safety, risk-

taking, and resilience. It is also important to examine how cultural, gender, and socioeconomic factors 

affect digital self-efficacy and parenting styles, as these can significantly shape how families respond 

to online threats.  

 

More participants from diverse educational backgrounds and various types of households should be 

included to enable more conclusive and generalisable findings. It is hoped this research area will be an 

ongoing effort, especially as online threats targeting children continue to evolve in complexity and 

frequency. Therefore, parental efforts in securing the online environment for future generations are 

essential, not only to reduce exposure to risks but also to enhance children's cybersecurity awareness. 

By fostering early understanding of online threats and promoting protective behaviours, parents can 

help build a generation of young users who are more informed, resilient, and capable of navigating 

digital spaces responsibly. 
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