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ABSTRACT  
 

The growing volume and sophistication of phishing emails have become a significant threat to data 

security, often serving as the initial vector for data breaches. Most past studies have focused on 

comparing machine learning models to determine the best-performing algorithm. They often neglect 

the role of pre-processing, which also contributes to the effectiveness of these models. To address this 

gap, this study investigates the impact of pre-processing techniques on phishing email detection, aiming 

to strengthen data protection. Three supervised machine learning algorithms, which are Support Vector 

Machine (SVM), Random Forest and Decision Tree, were selected to undergo two experimental 

iterations: one with basic pre-processing and the other with an enhanced pre-processing technique 

including Synthetic Minority Oversampling Technique (SMOTE), Term Frequency-Inverse Document 

Frequency (TF-IDF), Singular Value Decomposition (SVD) and cross-validation. Using a dataset 

comprising 28,747 labelled emails, the models were trained, tested, and evaluated based on accuracy, 

precision, recall, and F1-score, with further insight gained through confusion matrix analysis. Among 

the models, Random Forest demonstrated the strongest consistent performance across all metrics, while 

Decision Tree showed the most notable improvement. Although SVM maintains high recall and 

precision, it is less responsive to the applied pre-processing techniques. This result demonstrates that 

pre-processing techniques significantly contribute to the performance of the detection models. Overall, 

these findings highlight the critical role of pre-processing in enhancing phishing email detection, which 

contributes to stronger organisational resilience. 
 

Keywords: Data protection, machine learning, phishing email detection, pre-processing, supervised 

learning. 
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INTRODUCTION 

 

In modern society, email is considered a crucial tool for facilitating interaction, especially when distance 

and cost become constraints. It has become a centre of collaboration, since it allows users to keep track 

of records and provides access to various digital services. According to The Radicati Group, Inc. (2023), 

a total of 347 billion emails are expected to be sent daily, rising to 408 billion by 2027. This growth has 

undoubtedly brought huge convenience to both personal and professional areas. However, the heavy 

reliance on email as a communication medium has made it a primary target for cyberattacks, particularly 

phishing threats that continue to evolve rapidly in both complexity and scale each year. This concern is 

supported by a report from the Anti-Phishing Working Group (2025), which shows that threat actors 

have adapted to new technologies and can now bypass traditional defences, as evidenced by the 

increasing number of phishing attacks in recent years. Currently, this threat is capable of mimicking 

legitimate interfaces with high accuracy, making it difficult for end users to detect. 

 

The phishing attack is one of the most common techniques used by attackers as an entry point to gain 

access to a victim’s system, posing a significant threat to data privacy. Studies by Gualberto (2020) and 

Tanti (2024) explain that to deceive victims and obtain their confidential information, cybercriminals 

impersonate authorised personnel from financial institutions or trusted service providers. Another study 

from Alkhalil (2021) further elaborates that a phishing attack commonly involves a deceptive message 

attached with malicious links embedded inside the email. It is claimed to come from a legitimate source 

with the intention of luring victims into clicking it and redirecting them to a fraudulent website. Once 

there, the victim may unknowingly enter their private data, such as banking credentials, personal details, 

and passwords, since they are unaware that this platform is designed to collect sensitive information. 

As a result, this cunning strategy can lead to a severe financial loss, system compromise and prolonged 

reputational damage for both individuals and organisations. Pepco Group is a real-life example that 

illustrates the impact of phishing attacks, having suffered data breaches and operational disruptions due 

to a single deceptive email, as reported by Kovacs (2024). 

 

Blacklists and heuristic filters are among the traditional methods that face limitations when it comes to 

identifying phishing attacks, as these techniques rely greatly on human intervention and pre-existing 

patterns. A study by Hina et al. (2021) noted that these methods, while able to flag threats, are not 

equipped to recognise new, emerging threats, thus leaving users vulnerable to zero-day attacks. This 

constraint underscores the urgent need for adaptive, automated, and flexible solutions to accurately 

detect threats in real-time. Fortunately, machine learning (ML) offers adaptive, automated, and flexible 

solutions that accurately detect threats in real-time. As emphasised by Chy (2024), even when phishing 

attempts employ novel tactics, ML techniques can rapidly identify them by learning from historical 

data, detecting patterns, and recognising anomalies that indicate phishing behaviour. Furthermore, ML 

analyses subtle cues in language, metadata, or structure that often go unnoticed by static filters, which 

contributes towards improving early threat detection and reducing the likelihood of false positives. This 

study aims to contribute to the broader goal of enhancing cybersecurity resilience by strengthening the 

data protection mechanism against phishing threats. The strength of data protection is achieved through 

an enhanced pre-processing approach, where aspects such as data balancing and transformation are 

applied to the raw dataset to prepare the model to detect phishing attempts more effectively. 

 

This study focuses on improving pre-processing techniques for phishing email detection in ML rather 

than developing new detection models. This decision is grounded in the understanding that the quality 

of data preparation has a significant impact on model performance. In many real-world scenarios, raw 

data is noisy, high-dimensional, and imbalanced, which can lead to poor classification results even when 
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using advanced algorithms. By enhancing the pre-processing pipeline, the study aims to ensure that the 

data fed into the model is cleaner, more informative and better structured. Moreover, existing ML 

algorithms such as Support Vector Machine (SVM), Random Forest, and Decision Tree have already 

demonstrated strong performance in various classification tasks, including phishing detection (Habib et 

al., 2022). Therefore, rather than reinventing the model architecture, this study seeks to maximise the 

potential of existing models by optimising the data they learn from. This approach is both practical and 

impactful, as it addresses a commonly overlooked yet critical stage in the ML workflow. 

 

This paper is organised as follows: the second section will entail all the related work that supports the 

relevance of this work. A detailed description of the proposed technique is presented in Section Three. 

A methodology section follows, discussing all related activities necessary for the research to be carried 

out. The following section presents the results and findings, which are subsequently discussed to reflect 

the effectiveness of the proposed technique. Finally, this paper concludes by summarising the key 

findings and highlighting potential future work for consideration.  

 

 

RELATED WORK 

 

Since ML has surpassed traditional methods by offering adaptive and automated solutions, it has 

become an essential tool in detecting phishing emails. With the ability to learn from vast datasets, it can 

identify subtle patterns, such as unusual email headers, domain inconsistencies, and writing styles that 

may indicate phishing attempts. Nowadays, advanced techniques like Deep Learning (DL) and Natural 

Language Processing (NLP) are preferable because they are continually improving and have shown 

promise in the phishing detection field due to their superior semantic analysis capabilities. Despite so, 

both techniques require extensive computational resources and large sets of labelled datasets. This 

requirement is often impractical for small to medium-sized organisations, particularly those without a 

dedicated IT security team, due to the high associated costs. Therefore, the traditional ML model 

remains relevant in the context of this study and is deemed a suitable approach to be widely adopted 

across various domains in real-world implementations, whether in cases of phishing detection, intrusion 

monitoring, or spam filtering (Hussin et al., 2024).  

 

Additionally, Hussin et al. (2024) confirmed that this approach strikes a balance between performance 

and resource efficiency, making it more practical in resource-constrained environments. Additionally, 

compared to DL and NLP, ML is more transparent in its decision-making processes, as the results are 

interpretable and can be easily understood by a human analyst (Rudin, 2019). This transparency is 

important in cybersecurity applications for operational and regulatory reasons. The implementation of 

ML in phishing detection, as seen in several studies, has provided meaningful insights related to the 

methods and tools that enhance classification performance, as illustrated in Table 1. 
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Table 1 

 

Summary of ML Methods and Tools for Phishing Detection across Selected Studies 

 

Authors 
Harikrishnan et al. 

(2018) 

Mohey and 

Mohsen (2021) 

Habib et al. 

(2022) 

Shejole et al. 

(2023) 

Reddy et al. 

(2023) 

Pre-

processing 

Technique 

 Numerical 

representation 

(TF-IDF) 

 Dimensional 

reduction: 

SVD/Non-

negative 

Matrix 

Factorisation 

(NMF) 

 Min-Max 

scaling 

 Feature 

selection 

(stemming, 

stopword 

removal, 

correlation 

removal) 

 Feature 

scaling 

 

 Tokenisation 

 Stopword 

removal 

 Stemming 

 Feature 

extraction 

(TF-IDF) 

 Data cleaning 

 Feature 

selection 

 Applied 

WEKA filter 

“Remove 

Misclassified” 

Dataset 

Size 

PhishingCorpus 

dataset (≈10,000 

emails: 4,082 legit 

+ 501 phishing 

with header; 

5,088 legit + 612 

phishing no 

header) 

Spam dataset 

from Kaggle 

(4601 emails, 

58 attributes) 

Dataset from 

Kaggle 

(11,504 

instances, 32 

attributes) 

Email spam 

dataset from 

Kaggle (size not 

specified, 

labelled 

spam/ham) 

 

Phishing dataset 

(88,489 instances, 

126 attributes 

Algorithm 

Used 

 Decision Tree 

 Random Forest 

 AdaBoost 

 K-Nearest 

Neighbours 

(KNN) 

 Logistic 

Regression 

 Naïve Bayes 

 SVM 

 SVM 

 Naïve Bayes 

 Decision Tree 

 KNN 

 KNN 

 Logistic 

Regression 

 Random 

Forest 

 SVM 

 Naïve Bayes 

 Decision Tree 

 Random 

Forest, KNN 

 

 Random Forest 

 Naïve Bayes 

(via WEKA) 

Evaluation 

Metric 

 Accuracy 

 Precision 

 Recall 

 F1-score 

 Accuracy 

 Confusion 

Matrix (10-fold 

cross-

validation) 

 Precision 

 Recall 

 F1-score 

 Receiver 

Operating 

Characteristic 

(ROC) Curve 

 Accuracy 

 Precision 

 Recall 

 F1-score 

 Accuracy (with 

RF: 99.03%) 

 

Key 

Findings 

High accuracy (up 

to 99.9% with 

Random 

Forest/SVM on 

TF-IDF + 

SVD/NMF) 

SVM achieved 

the best 

accuracy 

(~91.2%) 

Random 

Forest had 

the best 

performance 

(Precision 

97%, 

AUC=1.0) 

SVM achieved 

the highest 

accuracy 

(98.47%), 

Random Forest 

~97% 

Random Forest 

achieved 99.03% 

accuracy after pre-

processing filters 

  (continued) 
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Authors 
Harikrishnan et al. 

(2018) 

Mohey and 

Mohsen (2021) 

Habib et al. 

(2022) 

Shejole et al. 

(2023) 

Reddy et al. 

(2023) 

Limitation 

 Dataset 

imbalanced 

 Noted 

overfitting issues 

 No external data 

 Focused 

mainly on basic 

pre-processing 

 No advanced 

imbalance 

handling or 

dimensionality 

reduction 

 Limited 

feature 

engineering 

 Relied only on 

TF-IDF 

 No handling of 

class imbalance 

or dimensionality 

reduction 

 Limited 

algorithm 

diversity 

 Evaluation 

mainly accuracy 

 Dataset-specific 

filters used 

 

Based on Table 1, Harikrishnan et al. (2018) applied feature extraction using the Term Frequency-

Inverse Document Frequency (TF-IDF) technique to emphasise significant words in messages along 

with dimensionality reduction using Singular Value Decomposition (SVD) and Non-negative Matrix 

Factorisation (NMF). The results showed that algorithms such as Decision Trees and Random Forests 

excel in both accuracy and stability. In addition, Mohey and Mohsen (2021) also utilise the same 

techniques to investigate simpler textual features, such as word and character frequency counts. Their 

study reported that SVM achieved the highest classification accuracy among the models evaluated. 

Overall, both studies emphasise the importance of selecting effective feature extraction and 

dimensionality reduction techniques to enable models to focus on the most informative aspects while 

minimising noise in the dataset.  

 

Meanwhile, a study from Shejole et al. (2023) focused on optimising each model’s robustness through 

the pre-processing phase. TF-IDF was used as a numerical representation of email content to evaluate 

ML models such as SVM, Naïve Bayes, Decision Tree, K-Nearest Neighbour, and Random Forest. The 

final result revealed that SVM achieved the best classification performance, closely followed by 

Random Forest. It demonstrates the reliability of the models used in distinguishing phishing messages 

from legitimate ones. Moreover, Reddy et al. (2023) utilise the existing filtering feature inside the 

WEKA tool to eliminate misclassified data instances during training. The outcome yielded an accuracy 

of 99.03% for Random Forest, confirming the potential of pre-processing strategies in increasing the 

reliability of the model’s effectiveness. A further study by Habib et al. (2022) examined content-based 

analysis of structural features by utilising unified resource locator (URL)-based feature extraction on a 

dataset comprising both phishing and legitimate websites. This method was applied to K-Nearest 

Neighbours, Logistic Regression, and Random Forest, where Random Forest emerged as the top-

performing model, achieving 97% precision and an Area Under the Curve (AUC) score of 1.0 due to 

its strong accuracy.  

 

Despite the impressive outcomes as discussed above, notable gaps remain in the existing literature. The 

selected researchers in Table 1 have trained and tested different kinds of models to find which one 

achieves the highest accuracy, thereby proving its effectiveness. Unfortunately, those approaches tend 

to overlook the role of the pre-processing phase, which plays an important role in determining the 

reliability of a model (Konda, 2022). Most prior work has applied only basic pre-processing techniques, 

such as data cleaning, without exploring improvements like resampling for class imbalance or 

dimensionality reduction (Felix & Lee, 2019). The raw datasets are often inconsistent, as the quality of 

them can vary, and this input will directly affect the model’s performance in learning about the pattern. 

Felix and Lee (2019) noted that the pre-processing phase is the one that cleans, balances, and modifies 

the dataset’s structure so that the model can understand it easily. A well-preprocessed dataset enhances 
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the model’s ability to classify phishing emails accurately. This method will significantly contribute to 

model performance and directly support the overall goal, thereby enhancing data protection. 

  

Therefore, this study intends to enhance the effectiveness of ML-based phishing email detection via 

improved pre-processing techniques. The improvement is implemented through an iterative approach, 

whereby the first iteration establishes baseline models using standard pre-processing methods. In 

contrast, the second iteration employs advanced techniques, including the Synthetic Minority 

Oversampling Technique (SMOTE), TF-IDF, and SVD, to assess their impact on model performance. 

Furthermore, unlike most prior work that only uses evaluation metrics, this study employed the 

confusion matrix to provide a transparent view and a detailed analysis of how such models classify 

between phishing and legitimate emails. 

 

 

THE PROPOSED PRE-PROCESSING TECHNIQUE 

 

Pre-processing plays a vital role in the success of any ML pipeline, especially when dealing with real-

world data that is often messy, imbalanced, and high-dimensional. In this study, the proposed pre-

processing technique was designed to systematically prepare the dataset for accurate and robust 

classification through a two-phase iterative approach. Each phase addresses a specific challenge 

commonly found in raw datasets, as illustrated in Figure 1. 

 

Figure 1 

 

The Proposed Pre-Processing Technique 

 

 
 

First Iteration 

 

Basic Pre-processing 

 

The first iteration involved the basic pre-processing, which plays a crucial role in preparing raw email 

data for further analysis and classification (Al-Yozbaky & Alanezi, 2023). It begins with normalising 

the text, which generally involves the process of cleaning and standardising text data so that different 

forms of the same word or structure are treated equally, thereby reducing noise and improving the 

quality of features used for detection. Specifically, to conduct text normalisation, the relevant content 

was extracted from the email, such as the subject, body, and header fields. Since many phishing emails 
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are formatted using Hypertext Markup Language (HTML), the first step often involves removing 

HTML tags and scripts to obtain clean, plain text. Then, the text is converted to lowercase to ensure 

consistency and reduce duplication caused by letter casing. Punctuation marks, special characters, and 

symbols are removed to minimise noise, except when these characters are explicitly included as 

potential phishing indicators. 

 

The cleaned text is then tokenised, whereby it is split into individual words, which is then followed by 

the removal of common stopwords (e.g., “the”, “and”, “is”). The purpose of doing this is to remove text 

which do not contribute meaningful information to the detection model. Next, stemming or 

lemmatisation is then applied to reduce words to their root forms, such as converting “running” to “run” 

or “better” to “good,” for the purpose of standardising word variants. In addition to text normalisation, 

pre-processing also includes the identification and extraction of URLs, Internet Protocol (IP) addresses, 

and email addresses found within the email content. These elements may either be removed, replaced 

with placeholders, or used as features, as phishing emails often contain suspicious links or spoofed 

sender details. 

 

Feature Extraction 

 

Once the email text has been normalised, the next step is to proceed with the feature extraction process. 

This involves grouping common features like URL-based attributes. For example, the number of URLs 

present in the message, whether any URLs contain IP addresses instead of domain names, the presence 

of shortened URLs (e.g., using bit.ly), or the average length of the URLs. This process is done 

considering that phishing emails typically rely heavily on misleading or obfuscated links, making these 

features highly relevant (Ahmed et al., 2024). Besides URL-based attributes, header and sender-related 

features are also critical in phishing detection. These include the sender’s domain, mismatches between 

the display name and actual email address, inconsistencies between the "From" and "Reply-To" fields 

and any anomalies in the "Return-Path" header. These inconsistencies often indicate attempts to 

impersonate trusted entities. In addition, other text features may include word count, character count, 

the number of uppercase words, excessive use of exclamation marks and the presence of spammy 

keywords or phrases like "urgent", "verify your account", or "click here." These features help to identify 

the aggressive tone or urgency typically found in phishing attempts. 

 

Furthermore, lexical features such as the average word length and the ratio of unique words and 

common n-grams (i.e., frequent word pairs or triplets) can be extracted to capture linguistic patterns 

unique to phishing emails. Lexical features are crucial in feature extraction for phishing email detection 

because they capture surface-level characteristics of the text, such as URL structure, word length, 

special character usage, and the presence of suspicious keywords that often differ between phishing and 

legitimate emails. These features are language-independent, easy to compute, and can reveal deceptive 

patterns, such as obfuscated URLs, urgent language, or excessive punctuation, commonly used in 

phishing attempts. By analysing these patterns, lexical features provide a fast and effective way for 

machine learning models to distinguish between malicious and benign messages without requiring deep 

semantic understanding. 

 

In addition to lexical features, temporal and behavioural features are also crucial in enhancing the 

accuracy and robustness of phishing email detection systems by capturing suspicious sending patterns, 

timing anomalies and deviations from normal user or sender behaviour that lexical analysis alone may 

miss. It includes the time the email was sent, whether it was sent on a weekend, or discrepancies in time 

zones between sender and receiver, which can also provide meaningful signals, since phishing emails 
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are often sent at unusual times to evade detection. While lexical features examine the content of the 

email, temporal and behavioural features analyse the context and timing of the message.  

 

After completing the feature extraction process, the raw email data has been transformed into structured 

and meaningful representations that machine learning models can effectively use. By considering both 

lexical and temporal features, they provide a comprehensive view of both the content and context of 

emails, enabling the detection system to distinguish between legitimate and phishing messages with 

greater accuracy (Hamadouche et al., 2024). However, given the potentially high dimensionality of the 

extracted features, especially when combining multiple feature types, a dimension reduction step is 

applied next.  

 

Second Iteration  

 

In the second iteration, following feature extraction, the process continues with steps focused on 

refining the feature set and enhancing dataset quality. This involves reducing feature dimensionality to 

simplify the data and addressing class imbalance to ensure fair representation of all classes. Each of 

these steps plays a vital role in improving model performance and will be elaborated on in the following 

sections. 

 

Dimensional Reduction 

 

After extracting a wide range of features from emails, the resulting feature set can be very large and 

complex. This high dimensionality poses challenges, including increased computational cost, longer 

training times and a greater risk of overfitting where the model learns noise rather than meaningful 

patterns. To address these challenges, the dimensionality reduction step is applied, which is generally 

done by transforming the prominent feature set into a smaller, more manageable set of features while 

preserving the most essential information (Malik et al., 2023). 

 

Specifically, the process involves either selecting the most relevant features from the existing set or 

transforming the features into a new, smaller set that retains the essential information. Techniques such 

as feature selection use statistical or model-based methods to identify and keep only the features that 

contribute most significantly to distinguishing phishing emails from legitimate ones. Alternatively, 

feature extraction methods like SVD create new composite features that capture the underlying patterns 

in the data while reducing dimensionality. By reducing the number of features, dimensionality reduction 

speeds up computations, helps prevent the model from fitting noise in the training data, and improves 

its ability to accurately classify new, unseen emails. 

 

The overall impact of dimensionality reduction helps make the detection system faster and more 

accurate by removing unnecessary information. It makes it easier to understand which features matter 

most and allows us to see patterns in the data more clearly. This step also enables the system to work 

quickly enough to catch phishing emails in real-time. By reducing the number of features, it avoids 

confusion in the model and can reveal useful connections that improve how features are selected. With 

the feature space simplified, the next challenge to address is class imbalance. This is to ensure the model 

can effectively learn from both common legitimate emails and the less frequent phishing emails. This 

balance is necessary before moving forward to the training phase, where the model learns to distinguish 

phishing messages with greater reliability. 
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Class Imbalance Handling 

 

With the feature space simplified through dimensionality reduction, the next important challenge to 

address is class imbalance. In phishing email detection, the number of legitimate emails typically far 

exceeds the number of phishing emails. This imbalance can cause the model to be biased toward the 

majority class, making it less effective at identifying phishing attempts (Kumari et al., 2023). To 

overcome this, several class imbalance handling techniques are available to be applied, ensuring the 

model receives a balanced and representative dataset during training.  

 

Common approaches include oversampling, undersampling and synthetic data generation methods. In 

the oversampling method, additional copies of phishing email samples are generated to increase their 

representation, while the method reduces the number of legitimate email samples to balance the classes. 

As for synthetic data generation methods, they create new, artificial phishing samples by interpolating 

between existing ones (Johnson & Khoshgoftaar, 2019). Each method aims to provide the model with 

enough phishing examples to learn the patterns effectively without overwhelming the training process. 

 

Without addressing the class imbalance issue, the model might achieve high overall accuracy by 

classifying most emails as legitimate, but it would miss many phishing attempts, resulting in a high 

false negative rate. By balancing the classes, the model gains a better understanding of phishing 

characteristics and patterns. It enhances its ability to accurately identify phishing emails, thereby 

increasing detection rates and reducing false negatives. Additionally, handling class imbalance often 

leads to more stable and generalisable models that perform well on unseen data, enhancing the overall 

robustness and trustworthiness of the phishing detection system. 

 

By structuring the pre-processing into these four key steps across two iterations, the study ensures the 

model is trained on data that is clean, meaningful, and balanced. The first iteration establishes a baseline 

using fundamental techniques, while the second iteration builds upon this foundation by incorporating 

more advanced methods such as TF-IDF for feature representation, SVD for dimensionality reduction, 

and SMOTE for addressing class imbalance. This two-iteration approach not only improves the quality 

of the input data but also enables a comparative analysis to evaluate how these enhancements affect 

classification accuracy. The complete pre-processing technique described here was implemented in 

Phase 3 of the overall methodology, which will be detailed in the following section. 

 

 

METHODOLOGY 

 

The methodology for this study was divided into several phases, as presented in Figure 2. It begins with 

setting up the software environment, followed by gathering the dataset, data pre-processing, dataset 

splitting, and model application, and ends with model evaluation and analysis. 
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Figure 2 

 

The Methodology for the Experiment 
 

 
 

Phase 1: Software and Environment Setup 

 

Before starting the experiment, all the essential software and environment had to be configured to ensure 

the smoothness of the process. Firstly, the Python language file was downloaded from the official 

website and installed according to the instructions given. Next, Jupyter Notebook and the necessary 

libraries, including pandas for data manipulation, sklearn for ML algorithms, matplotlib for data 

visualisation, and imblearn for handling class imbalance, were installed based on the guidelines 

provided by the user via the command prompt. To maintain an organised workflow for efficient model 

management, the project directory was categorised into folders for each different function, such as raw 

data, processed data, models, and results. 

 

For this experiment, a laptop armed with an 11th Gen Intel Core i5 processor, 16 GB of RAM, and 476 

GB of storage was used as the primary hardware platform to provide sufficient computational capacity 

for training and testing the classification models. This laptop was installed with Jupyter Notebook as 

the development environment because it supports visualisation and utilises Python as its core 

programming language, thanks to its extensive libraries. The chosen libraries include Pandas for data 

pre-processing and manipulation, scikit-learn (sklearn) for implementing ML algorithms and evaluating 

metrics, Matplotlib for graphical analysis, and imbalanced-learn (imblearn) for addressing class 

imbalance.  

 

Phase 2: Dataset Gathering 

 

The dataset gathering phase involves searching for the most suitable dataset through online searches 

and comparing several platforms to ensure it meets the needs of this experiment. Later, the chosen 

dataset is downloaded, extracted, and stored in the project directory for convenient access throughout 

the pre-processing and model training. A sufficient data volume is one of the key requirements that 

must be met to achieve accurate model classification. Thus, a dataset from a known platform called 

Kaggle was selected due to its medium sample size of 28,747 labelled records, which combine non-

phishing and phishing emails, and thorough labelling, all of which are beneficial for the training and 

testing phases. 
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Phase 3: Data Pre-processing 

 

As mentioned earlier, the proposed pre-processing technique was done in Phase 3. It is done in a two-

iterative approach, which is explained as follows: 

 

The First Iteration 

 

The basic pre-processing step involves handling missing values, removing numeric digits, special 

characters and other unwanted symbols. This process is essential because raw data often contains 

inconsistencies, noise or irrelevant information that can mislead ML models or statistical analyses. 

Handling missing values helps to prevent bias or inaccurate results, while removing unwanted 

characters ensures that the data is clean, consistent and in a format suitable for further processing. By 

performing these steps, not only will data quality be improved, but model performance will also be 

enhanced, ensuring more reliable outcomes from data-driven tasks.  

 

After completing the basic pre-processing step, raw email data is then prepared for ML by transforming 

both the target labels and the textual content. The transformation begins with converting the email type 

column into a binary format, where a value of 0 represents a legitimate email and a value of 1 indicates 

a phishing email. This binary encoding simplifies the classification task and makes it suitable for use 

with standard ML algorithms that require numerical input. Next, the text data from the email content 

undergoes normalisation. All characters are converted to lowercase to reduce the size of the vocabulary 

and eliminate inconsistencies caused by case differences (e.g., “Email” and “email” would be treated 

as the same word). Following this, the text is tokenised, which means it is split into individual words or 

tokens. Tokenisation is a crucial step because it breaks down the raw text into structured units that can 

be quantitatively analysed. These tokens serve as the foundation for the following procedures. 

 

Once the textual data has been tokenised, the next step is to convert it into a numerical format that ML 

models can understand. It is achieved using the Bag-of-Words (BoW) model. The BoW model 

transforms the tokenised text into fixed-length numerical vectors by counting the frequency of each 

word that appears in the text. Essentially, it creates a vocabulary of all unique words in the dataset and 

represents each document (i.e., email) as a vector, where each element corresponds to the frequency of 

a specific word in that document. This simple yet effective technique allows textual data to be structured 

in a way that captures the presence and importance of words, making it suitable for input into ML 

algorithms.  

 

As previously explained in the proposed technique section, lexical feature extraction further enriches 

the dataset by capturing specific textual characteristics such as the presence of suspicious keywords 

(e.g., "urgent," "password," "verify"), the length of the email, and the frequency of special characters 

or URLs, which are often indicators of phishing attempts. These lexical features offer a deeper insight 

into the content of the emails, enabling the model to better distinguish between legitimate and phishing 

messages. In addition to lexical features, temporal features were also extracted to provide contextual 

information based on time-related patterns. For example, the time an email is sent, the frequency of 

emails received from the same sender within a short period, or irregular sending times can be strong 

indicators of phishing behaviour. Incorporating temporal features enables the detection system to 

consider not only the content of the email but also when and how often it is sent, adding an important 

dimension to the feature set. Together, lexical and temporal features complement the BoW 

representation by providing both content-based and behavioural insights, improving the overall 

effectiveness of the phishing detection model. 
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The Second Iteration 

 

For the second iteration, the basic pre-processing steps were repeated, with some modifications made 

to the feature extraction procedure. Instead of the BoW model, the TF-IDF model was utilised. TF-IDF 

works similarly to the BoW approach, where both techniques convert the text into a numerical value, 

since computers can only understand data in the form of numbers. However, unlike BoW, Term 

Frequency (TF) will count how often a word appears in a document, while Inverse Document Frequency 

(IDF), which stands for, will count how rare that word is across all documents. The output produced an 

abundance of features, where many of them are redundant, but they tend to exhibit more meaningful 

information. For example, two emails are below: 

 

Email A: Your account has been compromised. 

Email B: Your package has been delivered. 

 

The word ‘your’ appears in both emails, so it will have a low IDF (i.e., it is common across documents). 

The word ‘compromised’ may appear only in phishing emails, making it a high IDF (i.e., rare and more 

meaningful). Figure 3 illustrates the feature matrix, where each column corresponds to a specific word 

extracted from the emails, and each row represents an individual email record identified by the row_id 

column. The values within the cells indicate the importance of each word for that particular email. A 

value of zero means the word either does not appear in the email or is considered unimportant. Non-

zero values signify the presence of the word, with values closer to 1 indicating higher importance. It 

suggests that the word appears relatively frequently in that specific email but is rare across other emails, 

highlighting its potential significance for distinguishing phishing content from legitimate messages. 

 

Despite its simplicity and ease of implementation through standard libraries, the TF-IDF approach used 

to generate these values can create huge feature sets when applied to large collections of emails, due to 

the large vocabulary size. These large feature sets can slow down processing and increase the model's 

likelihood of overfitting. It suggests that using dimensionality reduction techniques afterwards is 

important to simplify the data and improve the model’s performance. 

 

Figure 3 

 

Output of Columns After Applying the Feature Extraction Technique 
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TF-IDF looks at each word in an email and gives it a score based on how important that word is in that 

email compared to others. For example, words like “urgent” or “password” might get higher scores if 

they appear more in phishing emails. On the other hand, SVD groups related words together into bigger 

patterns. Instead of checking every single word, SVD finds common themes, such as words related to 

account security or financial requests, and shows how much that theme appears in the email. If the SVD 

value is positive, it indicates that the theme is prominent in the email, as evidenced by the co-occurrence 

of many security-related words. If it is negative, it means the opposite, such as words that suggest a 

normal, safe email. If the value is close to zero, this indicates that the theme is not really important in 

that email. Figure 4 illustrates the output of SVD applied to reduce the dimensionality of the space after 

applying the TF-IDF model. 

 

Figure 4 

 

Output of Columns After Applying Dimensional Reduction Technique 

 

 
 

Although SVD addresses the issue of high dimensionality produced by TF-IDF, this dimensionality 

reduction can make interpretation difficult due to the loss of fine-grained information, such as the 

importance of specific individual words like “password” or “verify,” which may carry critical meaning 

in identifying phishing emails but get merged into broader, less specific patterns. Thus, the SMOTE 

technique is utilised on the dataset to overcome this issue. SMOTE is a popular method used to address 

class imbalance in datasets, such as when phishing emails are significantly fewer in number than 

legitimate ones. Instead of simply duplicating existing minority class samples, SMOTE creates new 

synthetic examples to enrich the minority class. It works by selecting a sample from a minority class 

and finding its nearest neighbours in the feature space. Then, it generates new synthetic data points by 

interpolating between the original sample and its neighbours. This process creates more diverse and 

realistic minority class samples, which helps the ML model better learn the characteristics of phishing 

emails. By balancing the number of phishing and legitimate emails, SMOTE reduces bias toward the 

majority class, enhances the model’s ability to detect phishing attempts, and often results in improved 

overall classification performance. 

 

When applying SMOTE, the synthetic samples generated contain feature values based on interpolation 

between existing minority class examples. These values can be either positive or negative, depending 

on the nature of the original features and how they interact. Unlike SVD, where positive and negative 

values represent the strength or opposite of specific hidden patterns, SMOTE values simply represent 
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feature intensities in the synthetic data points. Positive values indicate a stronger presence of certain 

features, while negative values might arise due to the mathematical interpolation process, but do not 

carry the same interpretive meaning as in SVD. Instead, SMOTE’s goal is to create new, realistic 

samples that help balance the dataset, improving the model’s learning and detection ability. Figure 5 

illustrates the output of columns generated after applying the SMOTE technique. 

 

Figure 5 

 

Output of Columns After Applying the Class Imbalance Handling Technique 
 

 
 

Phase 4: Dataset Splitting and Model Development 

 

In this phase, the dataset is split into two categories using the train_test_split function from the sklearn 

module. Seventy per cent of the dataset is allocated as training data, while the remaining 30% is set 

aside as testing data. This step ensures that the models are trained using a sufficient amount of data to 

recognise patterns, while preserving the separate unseen part of the data to prevent biased performance 

evaluation during the model’s assessment. Both iterations applied the same process, except for the 

second iteration, where the five-fold cross-validation was introduced in the training dataset to improve 

model generalisation by allowing it to maximise the use of available data.  

 

Phase 5: Model Evaluation and Analysis 

 

In this phase, the performance of each trained model —SVM, Random Forest, and Decision Tree — 

was evaluated for both iterations of the proposed pre-processing technique. The evaluation employed 

standard metrics, including accuracy, precision, recall, and F1-score, which together provide a 

comprehensive view of how well the models distinguish between legitimate and phishing emails. To 

facilitate better interpretation of the results, confusion matrices were also used to visualise the 

distribution of True Positives (TP), True Negatives (TN), False Positives (FP), and False Negatives 

(FN). These graphical representations helped identify common misclassification patterns and areas for 

improvement, ultimately enhancing the overall classification accuracy. By comparing the performance 

of these models across both iterations with the proposed techniques, the study aimed to determine the 

most effective approach for phishing email detection. 
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Measurement Parameters 

 

Measurement parameters refer to the metrics or criteria used to evaluate the performance of a system, 

process or model, especially in ML and scientific research. In the context of evaluating the proposed 

technique for email phishing detection, the following measurement parameters were used: accuracy, 

precision, recall and F1-score. The list of equations presents the measure used for each evaluation in 

analysing the performance of the models. Equation 1 assesses the entire correctness of the model’s 

predictions, whereas Equation 2 represents the proportion of accurately detected phishing emails among 

all phishing emails. Furthermore, Equation 3 measures the model’s ability to detect all genuine phishing 

emails, thereby lowering the risk of missed attacks. Meanwhile, Equation 4, calculated as the harmonic 

mean of precision and recall, creates a balanced assessment by including both false positives and false 

negatives. In the equation below, True Positive (TP) indicates accurately identified phishing emails, 

True Negative (TN) represents correctly classified legitimate emails, False Positive (FP) indicates 

legitimate emails mistakenly labelled as phishing, and False Negative (FN) represents phishing emails 

misclassified as legitimate ones (Tharwat, 2020). 

 

Accuracy 

 

Calculate the correctly classified emails (both legitimate and phishing) over the total sum of emails in 

the dataset using the accuracy parameter as in Equation 1. 

 

 

𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 =  
𝑻𝑷 + 𝑻𝑵

𝑻𝑷 + 𝑻𝑵 + 𝑭𝑷 + 𝑭𝑵
 

   

(1) 

Where TP = True Positive, TN = True Negative, FP = False Positive and FN = False Negative  

 

Precision 

 

Equation 2 represents the precision, a ratio of true positives to the sum of true positives and false 

positives, which indicates the model’s ability to identify phishing emails without misclassifying 

legitimate emails. 

 

 

𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 =  
𝑻𝑷

𝑻𝑷 + 𝑭𝑷
 

   

(2) 

Where TP = True Positive and FP = False Positive  

 

Recall 

 

Recall, as in Equation 3, is also known as sensitivity; it is the ratio of true positives to the sum of true 

positives and false negatives, which reflects the model’s capacity to detect phishing emails while 

minimising missed detections successfully.   

 

 

𝑹𝒆𝒄𝒂𝒍𝒍 =  
𝑻𝑷

𝑻𝑷 + 𝑭𝑵
 

   

(3) 

Where TP = True Positive and FN = False Negative  
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F1-score 

 

F1-score, as in Equation 4, is a harmonic mean of precision and recall, offering a balanced evaluation 

of a model’s performance. It is particularly useful in scenarios with imbalanced class distributions, 

where achieving high precision or recall alone may not reflect true effectiveness. 

 

 

𝑭𝟏 − 𝒔𝒄𝒐𝒓𝒆 =  
𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 ∗ 𝑹𝒆𝒄𝒂𝒍𝒍 

𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 + 𝑹𝒆𝒄𝒂𝒍𝒍
∗ 𝟐 

   

(4) 

 

 

RESULTS AND FINDINGS 

 

The experiment evaluated three ML algorithms, which are SVM, Random Forest, and Decision Tree. 

The models were assessed using four key performance metrics: accuracy, precision, recall, and F1-

score. For a comprehensive evaluation, the results are presented in multiple formats. Tables 2 and 3 

display the performance metrics before and after applying improvement techniques in the pre-

processing phase, respectively. 

 

Table 2 

 

Result After using Standard Pre-Processing Techniques 
 

 

Table 3 

 

Result After Applying Proposed Techniques 
 

 

The results in Table 2 show the basic pre-processing result, while Table 3 indicates consistent 

performance improvements across all models after applying improvement techniques. Random Forest 

consistently outperformed the other models, achieving the highest scores across all evaluation metrics, 

making it the most reliable algorithm for detecting phishing emails. It maintained an accuracy of 96% 

and precision of 95%, while its recall improved from 95% to 97% and F1-score from 95% to 96%. The 

Decision Tree exhibited the most substantial improvement, with its accuracy increasing from 91% to 

93%, precision from 88% to 92%, recall from 90% to 95%, and F1-score from 89% to 93%, indicating 

 SVM Random Forest Decision Tree 

Accuracy 96% 96% 91% 

Precision 93% 95% 88% 

Recall 97% 95% 90% 

F1-score 95% 95% 89% 

 SVM Random Forest Decision Tree 

Accuracy 94% 96% 93% 

Precision 93% 95% 92% 

Recall 96% 97% 95% 

F1-score 94% 96% 93% 
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a stronger generalisation capability after the improvement. SVM retained strong performance, 

experiencing a slight decrease in accuracy from 96% to 94% and F1-score from 95% to 94%, while its 

recall declined marginally from 97% to 96%.  

 

However, its precision remained stable at 93%, suggesting consistent detection capability. These results 

demonstrate that the applied improvement techniques significantly enhance model robustness. A 

confusion matrix is regularly employed to offer additional details on the classification behaviour of the 

models. This method is a matrix of positive integer values described by Markoulidakis (2024) as the 

frequency of each possible pairing of predicted and actual class labels. It provides a detailed overview 

of the classification model’s capability, highlighting its strengths and weaknesses in terms of both 

correct and incorrect predictions, as well as its ability to distinguish between different classes. In this 

experiment, the Random Forest model, which showed fewer false negatives and false positives, 

achieved a higher overall classification accuracy, outperforming other models.  

 

However, SVM had a larger number of misclassifications after the improvement technique was applied, 

particularly both false negatives and false positives. It indicates that its detection accuracy decreased, 

despite maintaining a balanced classification performance. Meanwhile, the Decision Tree, which was 

previously prone to greater error rates, now shows significantly improved results, where the number of 

false positives and false negatives has decreased after applying the improved technique.  

 

Figures 6 and 7 compare the confusion matrices of the SVM model before and after the application of 

improved techniques. Initially, the model recorded 3,182 true negatives, 169 false positives, 2,165 true 

positives, and 75 false negatives. Following the improvement, the true positives increased to 3,297, 

while the false negatives rose slightly to 154. Meanwhile, the number of true negatives decreased 

slightly to 3,090, while the number of false positives increased to 253. 

 

Figure 6 

 

Confusion Matrix using Standard Pre-Processing Techniques for SVM Model 
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Figure 7 

 

Confusion Matric using Standard Pre-Processing Techniques for SVM Model 
 

 
 

Figures 8 and 9 present the confusion matrices of the Random Forest model before and after applying 

the improved techniques. Initially, the model accurately predicted 3,230 true negatives and 2,120 true 

positives, with 121 false positives and 120 false negatives. Following the improvement, the model 

recorded 3,163 true negatives and 3,351 true positives, while the number of false positives increased to 

180 and the number of false negatives decreased to 100.  

 

Figure 8 

 

Confusion Matrix using Standard Pre-Processing Techniques for Random Forest Model 
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Figure 9 

 

Confusion Matrix After Applying the Improved Technique for Random Forest Model 

 

 
 

Figures 10 and 11 present the confusion matrices of the Decision Tree model before and after applying 

the improved techniques. Before improvement, the model correctly predicted 3,066 true negatives and 

2,025 true positives, with 285 false positives and 215 false negatives. After the improvement, the model 

recorded 3,054 true negatives and 3,277 true positives, while the number of false positives slightly 

increased to 289, and the number of false negatives decreased to 174. 

 

Figure 10 

 

Confusion Matrix using Standard Pre-Processing Techniques for a Decision Tree Model 
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Figure 11 

 

Confusion Matrix using Standard Pre-Processing Techniques for a Decision Tree Model 

 

 
 

 

DISCUSSION 

 

The application of improved pre-processing techniques played a crucial role in enhancing the 

performance of ML-based models for email phishing detection in this study. When these pre-processing 

techniques were implemented, they assisted the models in managing the imbalanced datasets, 

minimising noise, and highlighting significant characteristics, resulting in a more robust learning 

process. As a result, the algorithms become more capable of detecting and classifying phishing emails, 

even in complex or incomplete data contexts.  

 

The SVM model’s performance demonstrated particularly interesting behaviour once these 

improvements were applied. The results show that the number of true positives increased, which 

indicates a better ability to detect phishing emails. In contrast, the decline in true negatives reveals that 

the model became more cautious, potentially over-flagging legitimate emails as threats. Meanwhile, the 

number of both false positives and false negatives increased, suggesting that even though the model 

became more active in flagging phishing attempts, it also made mistakes, misclassifying some 

legitimate emails and failing to catch others that were actually phishing. Therefore, the model’s 

capability to detect phishing from legitimate emails is slightly lower compared to earlier, as its overall 

accuracy performance has decreased from 96% to 94%.  

 

Despite the declines in accuracy, SVM maintains a score of 93% for precision and only slightly drops 

for recall, from 97% to 96%. These two results yield an F1-score of 94%, which implies that the model 

remains reliable for phishing detection tasks. Even so, the overall outcome suggests that SVM may be 

less responsive to enhancement approaches due to its fundamental properties, which perform well with 

sparse and high-dimensional data. Moreover, techniques such as SMOTE, which introduce synthetic 

samples, and SVD, which reduce dimensionality, could conflict with the margin-based classification 

strategy of SVM. 
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Meanwhile, the result of the Random Forest model showed continuous and significant increases. The 

increment in true positives indicates that the model accurately detects phishing emails as phishing. Next, 

the drop in the number of false negatives shows that the model grew more successful at reducing 

undetected risks. The reduction in true negatives was small and had no major impact on the model’s 

performance. Lastly, the number of false positives increased moderately, resulting in false alarms where 

legitimate emails were incorrectly identified as phishing. Even so, the overall detection ability remained 

strong, as the accuracy of the model remained consistent at 96%, precision at 95%, and recall increased 

from 95% to 97%, which contributed to a higher F1-score of 96%. These findings show that the model 

has an excellent ability to distinguish between phishing and legitimate emails. These results show that 

Random Forest responds well to the applied improved technique, as the structure of the Random Forest 

algorithm, which combines the predictions of many decision trees, enables the model to efficiently 

absorb and benefit from a richer and more balanced dataset. 
 

Aside from Random Forest, the Decision Tree model also benefits greatly from the improved technique 

due to its adaptable and interpretable structure. The model’s ability to detect phishing emails improves 

as the number of false negatives decreases, resulting in fewer phishing emails being missed. The 

increase in true positives suggests that most phishing emails are classified accurately. Although a few 

legitimate emails were misclassified, as indicated by the increase in false positives and the slight 

decrease in true negatives, the overall performance mitigates these minor disadvantages. The rise in 

performance across all assessment criteria proves the model’s ability to differentiate between phishing 

and legitimate emails. 

 

In summary, the findings strongly support the study’s goal of enhancing data security mechanisms by 

investigating the role of additional or enhanced pre-processing techniques in improving phishing email 

detection. The improved scores for recall and F1-score across all three models showcase a greater ability 

of each model to correctly detect phishing emails while reducing the risk of threats being undetected. 

Furthermore, a reduction in the number of false negatives significantly contributes to achieving the 

goal, as undetected phishing emails that bypass the system frequently serve as entry points for 

unauthorised access, credential theft, and broader data breaches. Moreover, this enhanced pre-

processing for phishing email detection contributes to a proactive cybersecurity barrier, preventing 

attackers from using email systems as a gateway to access critical information. The fewer phishing 

emails that reach users, the higher the cybersecurity resilience for that system. This builds trust in digital 

communication systems since it protects both personal and organisational assets. Taken together, the 

applied improved technique considerably improved the models’ detection capabilities and advanced the 

overall goal of proactive, reliable, and scalable data security. 

 

 

CONCLUSION 

 

As a strategic plan for a data protection mechanism, this study aims to evaluate the impact of an 

enhanced pre-processing technique by comparing the performance (before and after using the improved 

technique) of three ML models, which are SVM, Random Forest, and Decision Tree. The improved 

techniques, including SMOTE, TF-IDF, and SVD, were utilised to address constraints and enhance 

each model’s ability to detect phishing emails more accurately and consistently. The results revealed 

that two out of three models benefited greatly from the proposed technique, with Random Forest 

outperforming the others across all evaluation metrics. Both Random Forest and Decision Tree showed 

notable improvements in recall and F1-score, as proven by the reduction in false negatives. Although 

SVM maintained high precision and recall, it was less responsive to improved techniques since SVM 

is more dependent on data features and pre-processing techniques.  
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The findings demonstrate the impact of well-chosen pre-processing procedures in improving 

performance outcomes. These enhanced models can help enterprises protect sensitive information, meet 

legal requirements, and maintain user confidence. Additionally, the low number of false negatives can 

reduce undetected threats, and a consistent number of false positives guarantees that sensitive 

information is better protected against unauthorised access. Importantly, this study reveals that 

traditional ML techniques are still highly relevant and effective in detecting phishing emails, depending 

on the quality of pre-processing. The scalability and interpretability they have demonstrated make them 

ideal for real-world applications where computational resources and transparency are crucial. 

 

Future studies can expand on this result by combining larger, more dynamic, and real-time datasets to 

better reflect the changing patterns of phishing methods. Larger datasets generally increase model 

generalizability and robustness by exposing algorithms to a broader range of phishing strategies and 

writing styles (Divakaran & Oest, 2022). However, this study used a small number of labelled emails 

to ensure experimental feasibility, maintain computing efficiency, and simplify training and evaluation 

cycles. Next, new datasets should also be introduced to further evaluate whether the enhanced pre-

processing technique allows the models to generalise reliably across different data distributions. 
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