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ABSTRACT

Network monitoring is crucial for providing network administrators with the information to ensure optimal
real-time performance. The expansion of ViTrox from Campus 2.0 to Campus 3.0 requires a network
monitoring system for better management and analysis of its infrastructure. Paessler Router Traffic
Grapher (PRTG) Network Monitor has been selected to oversee ViTrox's network traffic using SNMP to
address this need and ensure comprehensive network oversight. ViTrox can effectively manage and
analyze its network traffic, ensuring optimal performance and reliability as it transitions to the new campus
setup. The SNMP manager initiates communication using this communication protocol, and the agent
responds. PRTG employs a sensor-based approach, defining a single metric on a device based on the
required data volume, which allows for real-time monitoring and analysis. To implement PRTG, the
waterfall model methodology is employed to ensure the project's step-by-step completion. Critical devices
are selected for monitoring, and alarm notifications are configured to alert administrators when a sensor
falls below the threshold. Utilizing this network monitoring tool allows for prompt tracking of any network
downtime, providing details such as time, location, and duration. Performance metrics analysis is used as
the project evaluation method to measure the key performance indicators (KPIs) such as system uptime
and the accuracy of alerts. The project's significance is in providing real-time visibility, enabling proactive
issue detection, and optimizing resource management. The future direction of implementing PRTG
Network Monitor involves expanding its capabilities to adapt to evolving network needs and technological
advancements.
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INTRODUCTION

In today's digital world, businesses and organizations must ensure their networks operate efficiently
(Nwakeze et al., 2024). Network management has become increasingly challenging due to the significant
rise in network complexity and the growing intricacy of failures (Hu X. et al., 2021). Recent literature
suggests monitoring and analyzing networks are essential for ensuring reliable and efficient performance
(Akinsanya et al., 2024). When developing a scalable and effective monitoring system, the key elements
to focus on are relevant metrics, precise visualization and timely alarms (Nordin, M., 2021). This article
explains how implementing PRTG Network Monitor can improve network visibility and performance,
helping ViTrox achieve better IT management and align with its business goals. Network monitoring
software monitors and classifies system status, including factors like bandwidth utilization or system
uptime. Network monitoring systems can identify and track network components, including devices and
interactions while delivering real-time status updates. Network administrators depend on network
monitoring systems to promptly identify device malfunctions, connectivity problems or issues like data
congestion causing traffic slowdowns. These systems are equipped to notify administrators of these
concerns via email or text messages and furnish comprehensive reports (Cisco, 2022). To improve the
efficiency of network performance monitoring in response to the company’s growth, PRTG has been
chosen for its advanced capabilities and scalability. PRTG is an agentless network monitoring application
developed by Paessler AG for Windows-based systems. The logo of the PRTG Network Monitoring
Software is shown in Figure 1. It is suitable for monitoring the performance of networking components
such as routers, switches, firewalls, and servers (ManageEngine, 2019). PRTG monitors network
availability, bandwidth usage, and various other network parameters such as Quality of Service (QoS),
memory load and CPU usage even on remote machines (Paessler, 2023). Following deployment, it offers
a user-friendly network monitoring schema (Sathi et al., 2023).

Figure 1

Logo of the PRTG Network Monitoring Software

PRTG (™)
NETWORK
MONITOR

PRTG employs a range of industry-standard protocols like Simple Network Management Protocol
(SNMP), Windows Management Instrumentation (WMI), packet sniffer, Cisco NetFlow, IPFIX, sFlow,
jFlow and others (Network Interview, 2021). This software operates on a Windows-based system within
the network, operating around the clock to continuously monitor and log network utilization metrics and
system availability. The collected data is stored in a proprietary flat-file database, facilitating subsequent
analysis (Paessler, 2020). PRTG utilizes sensors, which are individual monitoring units designed for
specific tasks. These sensors encompass a variety of functions, including HTTP and SMTP/POP3 (email)
application sensors, along with hardware-specific sensors tailored for switches, routers and servers. PRTG
offers an extensive selection of over 200 pre-configured sensor types that actively retrieve statistics from
the monitored entities, encompassing parameters like response times and usage metrics for processor,
memory and bandwidth (Gilchrist, 2018).
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In summary, integrating the PRTG Network Monitor is a critical step in establishing ViTrox's network
infrastructure, enabling more efficient network management. The main objective of this project is to
implement a network monitoring system using PRTG. The sub-objectives include 1) to gain
comprehensive insight into the network performance that allows for real-time monitoring and analysis 2)
to have a proactive issue detection of any network problems to minimize potential downtime and
disruptions and 3) to optimize the allocation of network resources and ensure proactive Planning for future
scalability.

BACKGROUND

Network monitoring software plays a crucial role in the management and upkeep of networks, irrespective
of their size, as network disruptions often occur with little to no warning. PRTG can detect irregular system
performance and issue early alerts for potential network issues, affording administrators valuable time to
implement corrective measures and prevent potentially catastrophic network events. ViTrox encounters
considerable difficulties in efficiently supervising and controlling its network infrastructure, primarily
attributed to its growth. The expansion from Campus 2.0 to Campus 3.0 involves the development of
additional land, which is anticipated to be finalized by the latter half of 2023 (ViTrox, 2022).

ViTrox is currently operating without the implementation of any network monitoring software. This means
the organization needs a dedicated system or tool to monitor, manage and analyze its network
infrastructure. Consequently, the company needs help effectively overseeing its network, including
network performance, security, and scalability issues. The absence of network monitoring software can
result in difficulties in identifying and addressing network issues promptly, potentially leading to
operational disruptions and security vulnerabilities. To ensure the smooth and secure operation of its
expanding network infrastructure, ViTrox must consider implementing a network monitoring solution to
provide them with the necessary insights and tools to proactively manage their network, optimize
performance, and enhance overall network reliability. Moreover, ViTrox's current network infrastructure
needs comprehensive visibility with a network monitoring system, making identifying the root causes of
performance issues, security threats or connectivity problems challenging. Without the ability to monitor
and analyze network data in real-time, ViTrox faces operational and security challenges, as they cannot
promptly detect and mitigate issues, potentially resulting in prolonged network disruptions and an
increased susceptibility to security threats.

ViTrox needs to adopt a robust network monitoring solution to address these critical concerns and improve
network performance. This project was conducted from October 2023 to April 2024. This timeline includes
the deployment, configuration, testing and user training phases. The main goal of this software is to monitor
the network traffic among the ViTrox. This prototype contains some features for the software, such as an
interactive dashboard with network performance and health. This paper emphasizes the development of
network monitoring software that includes software and hardware tools that can track various aspects of a
network's performance, including network traffic, bandwidth utilization and uptime. Specifically, the
network monitoring software encompasses the following features.

Comprehensive Mapping and Dashboard Functionality for Network Visualization Using Real-Time
Maps

The project involves creating detailed and interactive network maps using the PRTG. These maps visually
represent the entire network topology, including all devices, connections and their geographical locations
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within ViTrox’s infrastructure. This comprehensive mapping gives the network administrators a clear
landscape overview (Paessler, 2023).

Distributed Monitoring in Different Locations with PRTG Remote Probes

PRTG remote probes can be installed on machines or servers to collect data and monitor network devices
and systems within their respective geographical areas. The central PRTG server consolidates all the data
collected by the remote probes into a single, centralized monitoring dashboard. Network administrators
can access this dashboard from a central location to gain a holistic view of the entire network infrastructure,
spanning multiple sites. The use of Remote Probes offers scalability, allowing ViTrox to quickly expand
its monitoring capabilities without disrupting the existing network monitoring setup (Obkio, 2023).

It enhanced Alert Flexibility, such as Email Push Notifications and HTTP Request Triggering

PRTG network monitor offers many alerting features that help administrators stay informed about network
issues, anomalies, or performance deviations. For example, email alerts, push notifications, ticketing
system integration, HTTP Request Triggering and others (Paessler, 2022). Moreover, the flexibility of
PRTG’s alerting features allows ViTrox to tailor their alerting strategy to match its unique requirements.

Administrators can set up different alerts for various network components or specific conditions, ensuring
the right personnel are alerted to address each issue.

METHODOLOGY
The Waterfall Model (figure 2) is used in this project to implement the PRTG Network Monitor. The
Waterfall Model is a sequential development process that flows like a waterfall through all project phases,
with one phase concluding before the next one commences (Adobe Experience Cloud, 2022).

Figure 2

The Waterfall Model of Develop PRTG Network Monitoring Software
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Requirements Planning - the project implementing PRTG Network Monitor started by clearly defining
the problem, objectives and scope of the project for process improvement and to guide the activities to
work on the project. The main deliverable in this phase is the proposed solution.

Design - to implement PRTG Network Monitor, the system design helps to consider factors like the local
probe, remote probes, number of sensors needed, and the type of alerts required, such as bandwidth usage
and ping status, to define the overall system architecture. The main deliverable of this phase results in a
clear definition of the network monitoring system'’s architecture.

Implementation - during this phase, the PRTG Network Monitor Software is built using the Google
Chrome platform, following the approved architectural design endorsed by stakeholders. The main
deliverable for this phase is the PRTG Network Monitor, which will monitor ViTrox's network. The
monitored network components are systematically organized according to their respective blocks and
floors. This structured arrangement ensures that any problems can be addressed promptly and effectively.

Testing - during this phase, the PRTG Network Monitor setup is tested to ensure it meets the defined
requirements and design. For example, they verify sensor functionality, assess data accuracy, and fine-tune
alert settings to ensure reliable network performance tracking. Detailed testing documentation evaluates
the software thoroughly, identifying and resolving any issues before deployment. The main deliverables
of the testing phase are the assurance of software quality and the identification and resolution of defects or
issues.

Deployment and maintenance - in this phase, the software is deployed to the live environment to ensure
proper functionality and long-term effectiveness. After installation, the focus shifts to providing ongoing
support and maintenance, such as regular monitoring, applying updates, and adjusting configurations as
the network needs change to ensure continuous operation. The main objective is to address any errors or
defects that may arise during use. The main deliverable of this phase is to ensure that the network
monitoring software remains operational and reliable.

DESIGN AND IMPLEMENTATION

The Unified Modeling Language (UML) provides a standardized language for visualizing, specifying,
constructing and documenting the artefacts of a software system (Visual Paradigm, 2017). The use case
diagram in Figure 3 allows for a clear representation of the communications and interactions between the
actor and the use cases in the system. This visual model is a valuable blueprint for understanding and
designing the network monitoring software based on the identified requirements.
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Figure 3

Use Case Diagram of Network Monitoring System
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Figure 4

The Interface of the Devices’ Overview
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Figure 4 displays devices categorized by type, block, and floor for easy reference by administrators to
identify sensors that require inspection. Google Chrome was selected as the platform for the launch of the
PRTG network monitoring system. The laptop used as the local probe needs to be Google, and the
company WiFi is needed to monitor the sensors, which are also connected to the company WiFi. The
default interval for sensor scanning is 60 seconds. It regularly checks and collects data from sensors or
devices in a network to monitor their status, performance, or other relevant metrics. We are focusing on
monitoring the switches at ViTrox Campus 2 with the IP range between 10.0.10.10/24 and 10.0.10.88/24.
PRTG's auto-discovery scans the network based on provided IP addresses, automatically detecting and
adding relevant sensors, saving time and effort. Once sensors are added, administrators can customize
settings for proactive monitoring and timely response to network issues. PRTG's auto-discovery
streamlines device monitoring setup for efficient network performance and reliability.
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Figure 5

The Interface for Configuring Notifications Triggers
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The graph in Figure 5 shows that the state trigger is being determined. When a sensor's state is down for
either 60 seconds or at least 300 seconds, an email will be sent to notify the PRTG administrator. The
notification trigger in PRTG monitors sensor data for unusual traffic patterns across the network, alerting
administrators to potential issues. It includes a state trigger that detects abnormal sensor states, such as
going offline or reporting abnormal data, and prompts investigation via email notification. Configured at
the root level, these triggers ensure consistent monitoring across the network for proactive issue resolution.
Figure 6 shows the ping report of the switch for one week—the generated report analyses historical data
trends and monitors network health over time. From the figure, the switch reached the minimum value of
3.8 msec on December 4, 2023, and the maximum value of 22.6 msec on December 6, 2023. This
information helps administrators to identify potential issues affecting network connectivity or
responsiveness.

Figure 6

The Ping Report of a Switch
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EVALUATION AND RESULTS

PRTG includes default sensors for monitoring the health of the Core Server and local probes. The 'Core
Health' sensor monitors server performance, while local probes come with default sensors like 'System
Health' and 'Probe Health' for overall system performance and probe-specific metrics (figure 7). Table 1
shows the two types of sensors selected to monitor switches: the switch with its IP address 10.0.10.0/24
and the server with its IP address 10.0.14.0/24. PRTG would then periodically collect data from these
sensors and provide insights into the health and performance of the devices.

Figure 7

The Sensors of Core Server and Local Probe
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Core Health (Autonomous) Probe Health

System Health

Table 1

Type of Sensors to Monitor the Network

Sensors Descriptions Channels

SNMP Traffic  Monitors traffic on a device via SNMP Downtime, trafflc in, traffic
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A device has been running since it was

System uptime
restarted y P
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Figure 8 offers valuable insights into the performance and status of devices within the network
infrastructure. They represent data collected by sensors deployed across devices, monitoring specific
metrics relevant to functionality and health. The first graph shows that the traffic for port 1/10 has a
minimum of 0.013 Mbit/s and a maximum of 0.600 Mbit/s. The second graph shows that the traffic port
for 1/11 has a minimum of 0.013 Mbit/s and a maximum of 0.036 Mbit/s. The following graph shows that
the traffic port 1/12 has a minimum of 0.0 Mbit/s and a maximum of 27.1 Mbit/s. Moreover, the fourth
graph shows that the traffic port 1/13 has a minimum of 0.0 Mbit/s and a maximum of 81.5 Mbit/s. The
fifth graph shows that the traffic for port 1/14 has the same data, which is 0.0 Mbit/s for both the minimum
and maximum values. The last graph shows that the traffic for port 1/15 has a minimum of 0.013 Mbit/s
and a maximum of 0.044 Mbit/s.



Journal of Digital System Development: Vol. 2. No. 2 (October) 2024: 1-11

Figure 8

The Graphs of the Sensors
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The graphs provide real-time and historical data, enabling administrators to track performance trends,
identify anomalies, and optimize network traffic. Visual representation simplifies data interpretation,
aiding in comprehensive performance analysis across devices. Standard metrics include bandwidth usage,
CPU and memory utilization, system uptime, and network latency. Each graph offers a snapshot of device
performance, aiding administrators in monitoring key metrics and identifying deviations from norms.
These graphs are crucial for proactive network management, offering actionable insights to ensure optimal
operation. Figure 9 shows the SNMP traffic for the device "vtx-bagf-acc14*2930F Stack," monitoring its
downtime, traffic in, out and total. When the SNMP Traffic sensor detects an issue, an email notification
is sent to the administrator for prompt action. If the issue persists beyond 300 seconds, a reminder email is
automatically triggered to escalate the response. This proactive monitoring system informs administrators
in real-time, allowing swift action to minimize downtime and ensure network functionality.

Figure 9
The Email Notification Received by the PRTG Administrator

[PRTG Network Monitor (2019059138172)] vtx-bagf-acc14*2930F Stack (114) 3/8 Traffic (SNMP Traffic) Down
ended (now: Up) (Downtime: 0 s) (OK) Trash x

PRTG Network Monitor <tr_jia-xiang tan@vitrox.com> 7:04AM (1 hour ago)

tome =

PRTG (~)
NETWORK
MONITOR

Sensor (114) 3/8 Traffic (SNMP Traffic) ***

Local Probe = {Ground Floor = fvtx-bagf-acc14*2930F Stack (10.0.10.10)

New Status at 08.03.2024 07:04:16 AM (Singapore Standard Time}:
Down ended (now: Up) (Downtime: 0 s)

Last Message:
oK

Last Scan: Last Up: Last Down: Uptime: Downtime: Coverage: Sensor Type: Interval:

51s 15h0m 106s 100.0000%  0.0000% 23% SNMP Traffic 64bit 80s

Pause for 5 minutes Pause for 60 minutes Pause for 24 hours

9




Journal of Digital System Development: Vol. 2. No. 2 (October) 2024: 1-11

DISCUSSION

As ViTrox experiences rapid growth and continuous expansion of its campus, the need for a robust network
monitoring system becomes paramount to ensure seamless network connectivity. Implementing a network
monitoring system enables us to closely monitor the network connection and identify any potential issues
that may arise as the company expands. With PRTG selected as our network monitoring solution, we have
achieved the main objective of implementing the network monitoring system. By determining the types of
sensors to collect the monitoring data, we have achieved the sub-objective to gain valuable insights into
the performance of our network infrastructure through real-time monitoring and analysis. PRTG lets us
customize monitoring by selecting specific devices and configuring sensors to fit our needs. This flexibility
ensures effective monitoring of critical network components, ensuring optimal performance and reliability.

This study has achieved the second sub-objective, PRTG's proactive issue detection feature, by completing
the notification triggers for the sensors. This feature monitors network traffic, performance, and device
statuses, alerting us to anomalies or potential disruptions before they become significant issues. This
minimizes downtime and ensures uninterrupted operations, ultimately improving productivity and
customer satisfaction. By completing the PRTG's dashboard, which offers a clear view of our network, we
have achieved the third sub-objective to optimize resource allocation, identify bottlenecks, and plan for
future scalability effectively. This dashboard enables informed decisions on network optimization and
capacity planning, ensuring our network stays agile and responsive to business needs. In summary,
implementing PRTG at ViTrox empowers us to proactively monitor and manage our network
infrastructure, facilitating smooth operations and supporting the company's growth trajectory.

CONCLUSION AND FUTURE WORK

In conclusion, the primary aim of this proposal is to implement a PRTG network monitor to enhance
ViTrox's network infrastructure management and monitoring capabilities. This includes achieving
comprehensive network visibility, proactively detecting and addressing network issues, optimizing
resource allocation and supporting scalability. Implementing the PRTG Network Monitor brings
significant benefits, ranging from network optimization and security to streamlined management and cost
savings, ultimately contributing to ViTrox's operational efficiency and success. Besides, the dashboard
provided by PRTG makes configuration more accessible, further enhancing our ability to manage and
monitor our network infrastructure effectively. However, the initial investment in PRTG may be significant
due to licensing costs, especially when priced in US dollars. Furthermore, periodic upgrades to the license
server may be necessary, especially when additional sensors are needed to monitor various aspects of
devices. The recommendations for improvement are to maximize the benefits of PRTG and fully prioritize
maximizing the utilization of its features and capabilities. Moreover, it is recommended that network
security be enhanced by leveraging PRTG's monitoring capabilities to detect and mitigate potential security
threats and vulnerabilities.

ACKNOWLEDGMENT

First and foremost, I am extremely grateful to my university’s supervisor, Ts. Ali Yusny bin Daud, my
company supervisor, Mr Ooi Wooi Jin, my assistant manager, Mr. Tan Choon It and my network engineer,
Ms. Yee Zi Wei, for their invaluable advice, continuous support, and patience during my six-month
internship period at ViTrox Technologies Sdn. Bhd. Their immense knowledge and plentiful experience
have encouraged me throughout my project research and daily life. Finally, 1 would like to express my

10



Journal of Digital System Development: Vol. 2. No. 2 (October) 2024: 1-11

gratitude to my parents. Without their tremendous understanding and encouragement over the past few
months, it would be impossible for me to complete my internship.

REFERENCES

Adobe Experience Cloud (2022, March 18). Waterfall methodology: a complete guide.
https://business.adobe.com/blog/basics/waterfall

Akinsanya, M. O., Ekechi, C. C., & Okeke, C. D. (2024, April 26). Virtual Private Networks (VPN): A
conceptual review of security protocols and their application in modern networks. Engineering
Science & Technology Journal, 5(4), 1452-1472. https://doi.org/10.51594/estj.v5i4.1076

Cisco. (2022, February 3). What is network monitoring?
https://www.cisco.com/c/en/us/solutions/automation/what-is-network-monitoring.html

Gilchrist, A. (2018, September 24). What is PRTG? virtual hosted PBX.
https://www.virtualhostedpbx.net/what-is-prtg/

ManageEngine. (2019, February 27). Network monitoring. https://www.manageengine.com/network-
monitoring/basics-of-network-monitoring.htmi

Network  Interview (2021, February 22). What is PRTG network  monitor
?https://networkinterview.com/what-is-prtg-network-monitor/

Nordin, M. (2021, August 8). Implementing a monitoring system using PRTG. [Degree’s thesis, Helsinki
Metropolia University of Applied Sciences]. Theseus. Fi.
https://www.theseus.fi/bitstream/handle/10024/504829/Nordin_Mats.pdf?sequence=2

Nwakeze, O. M. (2024, 6 June). The role of network monitoring and analysis in ensuring optimal network
performance. International Research Journal of Modernization in Engineering Technology and
Science. 6(6), 3009-3025. https://www.doi.org/10.56726/IRIMETS59269

Obkio (2023, May 23). What is remote network monitoring: network optimization in the remote work era.
https://obkio.com/blog/remote-network-monitoring/

Paessler. (2023, June 2). PRTG Manual: Welcome to PRTG.
https://www.paessler.com/manuals/prtg/welcome_to_prtg

Paessler (2020, August 12). How do vyou find your stored data for PRTG
?https://www.paessler.com/support/how-to/data-storage

Paessler (2022, May 18). Use different notification channels. https://www.paessler.com/prtg/alerts

Sathi, G. R., Vedullapalli, L., Kishan, M. H., Zaman, T. S., Islam, M. T., & Badr, M. M. (2023, July).
NetMiner: Identifying failure-inducing patterns in the logs generated by network monitoring
software. In 2023 14th International Conference on Computing Communication and Networking
Technologies (ICCCNT) (pp. 1-7). IEEE.

ViTrox (2022, December 26). ViTrox prepares for a mild slowdown while continuing to invest.
https://www.vitrox.com/news/news-26-dec-22-mild-slowdown-continuing-invest.php

Visual Paradigm. (2017, November 22). What is Unified Modeling Language (UML) ?https://www.visual-
paradigm.com/guide/uml-unified-modeling-language/what-is-uml/

Hu X., Yang X., Li Y., Qiu B., Wang K., Li J. (2021, August). Trident: Efficient and practical software

network monitoring. Tsinghua  Science and Technology. 26(4), 452-463.
https://www.doi.org/10.26599/TST.2020.9010018

11


https://business.adobe.com/blog/basics/waterfall
https://www.paessler.com/prtg/alerts

	BACKGROUND
	METHODOLOGY
	DESIGN AND IMPLEMENTATION
	EVALUATION AND RESULTS
	DISCUSSION
	CONCLUSION AND FUTURE WORK
	ACKNOWLEDGMENT
	REFERENCES

