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ABSTRACT 

 

Students engage with the core operations of university business processes, making them potential targets 

susceptible to significant cyberattack risks due to their limited experience and knowledge in information 

security. Consequently, IT students must gain awareness and competence in information security to 

mitigate potential threats and attacks, including those related to Information Technology (IT) security 

threats and the loss of valuable information and intellectual assets. This paper aims to assess the Phishing 

Awareness Program implemented at the Department of Information Technology and Communication 

(ITC) in Politeknik Tuanku Syed Sirajuddin (PTSS) and its students' awareness level.  The significance of 

this study is focusing on students’ weaknesses and educating them about being cyber victims. Thirty 

students were involved in participating in this survey. They were given a set of questionnaires and 

performed pre-test and post-tests. After that, they were given three videos related to phishing and, later, 

three videos related to the consequences of phishing. Their awareness evaluation was performed after video 

training had been completed. Even though the score results of the post-test were increased and got positive 

feedback from respondents, several respondents still got the medium-level score. Suggestion for 

improvement was obtained to improve the current video content and its implementation. This work 

contributes to the information security awareness domain, where managers at higher learning institutions 

can replicate similar processes as proposed in this work in conducting similar training awareness with their 

students. 
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INTRODUCTION  

Politeknik Tuanku Syed Sirajuddin (PTSS) is a public higher-learning institution with approximately 500 

academic and 200 administrative staff. It has six academic departments with two supportive academic 

departments with several programs offered. A group of students from the Department of Information 

Technology & Communication (ITC) were involved in this study. Since Malaysia was affected by the 

Corona Virus Disease in 2019, also known as COVID-19, all educational institutions were asked to run 

classes online during and several months after the lockdown. Besides that, some institutions still run the 

course in a hybrid mode, either face-to-face or via the online learning platform. Thus, students and lecturers 

are dependent a lot on the Internet. With the tremendous usage of the Internet nowadays, students and 

lecturers face many possible cybersecurity threats. 

Students are amongst the largest groups in PTSS. They have a significant role in determining the PTSS’s 

data security successfully. The students have more opportunities to initiate information security problems 

than other PTSS populations, such as lecturers, office workers, or upper management. Students relate to 

the entire main activities of business processes at the university. Because of that, a student could be the 

target and bring high-risk impacts in any cyber-attacks based on their lack of experience and knowledge 

about information security. Therefore, students must understand and perform information awareness to 

avoid potential threats or attacks by understanding Information Technology (IT) security threats, loss of 

information and knowledge assets (Gandhi, 2017). 

Phishing is one of the threats that students may face. Phishing attacks can dupe targeted victims into sharing 

their personal or vital information. This attack is commonly accomplished through emails that got and 

shared counterfeit links that portray trustworthy or well-known third-party websites (CJ et al., 2018). It 

can also happen via phone call, which is voice phishing (vishing). However, the latest sophisticated 

technique has been raised in phishing attacks. The link is hidden behind a QR code. Using QR codes for 

malicious purposes was relatively uncommon before COVID-19, but that all changed when the QR code 

was introduced. QR codes became a valuable intermediary for sharing URLs, including malicious ones. 

This creates an appealing new method of phishing as QR codes are now widely used (Sharevski et al., 

2022).  

Therefore, in collaboration with the ITC Department of PTSS, a Security Awareness Programme has been 

implemented to assess students’ awareness and behaviour toward IT threats that have been decided to be 

performed, such as Phishing Attacks. The awareness programme will analyse awareness and behaviour 

based on the questionnaire.  This paper aims to present a phishing Awareness Programme at PTSS and 

evaluate the awareness among students. This paper is shown as follows. Section 2 contains related work 

and is followed by the methodology section. Section 4 presents the results and discussion.  This paper ends 

with a conclusion section. 

RELATED WORKS 

Higashino (2019), in his work, has designed a system that can share information about targeted attack 

emails quickly and perform anti-phishing training between multiple organisations. This semi-auto system 

automatically detoxifies and anonymises attack emails an organisation receives and transmits them with 

various organisations. Each organisation can complete semi-automatic and continuous anti-phishing 

training using current attacking information. This system will simulate phishing messages via email.  

In their project, CJ et al. (2018) developed a serious game to train enterprise users on phishing awareness 

called PHISHY. They chose this severe game because Serious Games is purposely designed to train users 

on a specific skill set. However, it is a computer-based game category mainly designed for training users 
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on a particular skill set. They are an essential opportunity for improving education. The primary goal of 

PHISHY was to provide phishing awareness training to enterprise users. There are three points that they 

focus on while educating the enterprise users, which are: - inspection as the method to identify phishing 

URLs, short URL familiarisation and brand name online searching to determine whether the website is 

legitimate or not. 

Qasaimeh et al. (2021) investigated the variety of phishing email messages characteristic among Jordanians 

and determined Jordanian Internet users’ awareness and knowledge about these threats. They performed 

an experiment based on an online survey. Demographic details like gender, age, education, Internet usage, 

and online banking social media accounts were collected. Besides that, information about perceptions 

towards message appearance to decide whether the message is trusted or not is also stored. Table 1 below 

describes the message criteria that have been used.  

Table 1  

Description of message criteria 

Message Criteria Description 

Known sender The message body indicates the name of a specific individual that a 

recipient could attempt to contact 

Unknown sender The message body does not indicate the name of a specific 

individual that a recipient could attempt to contact 

Images/ logos The message includes graphical content that could help improve the 

appearance and emphasise brand identity, etc. 

Untidy layout The message is presented in an unprofessional manner (e.g. line 

breaks in the middle of sentences) 

Language errors The message contained spelling mistakes or grammatical errors. 

URL/ link The message seeks to encourage the receiver to follow a hyperlink. 

Burda et al. (2020) empirically studied human-computer interaction. They performed a tailored phishing 

technique. The tailored phishing technique is a single-stage attack of a ‘hit-or-miss’ nature. There are 747 

respondents targeted in universities and large international companies. The user notification has been well 

established and exploited to attack delivery techniques. Then, the success rate of their phishing campaign 

evaluated how that technique affected them. As a result, the effect of ‘traditional’ attack techniques is 

widely mitigated in highly tailored phishing settings, suggesting that current user training and detection 

techniques may be off-target for more sophisticated attacks. However, they discovered that the method by 
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which the attack is delivered to the victim matters and can significantly increase up to three times the effect 

of the base attack. 

Sykosch et al. (2020) introduced a framework that captures user responses to artefacts like phishing tests. 

They performed user behaviour analysis in response to controlled stimuli for IT security awareness 

assessment stimuli is something causing or regarded as causing a reply. The methodology to analyse the 

user behaviour is artefact, user reaction, ethics, framework, intervention design, and study design. The 

concept of real-world phishing tests is broadened to include artefact-based IT security awareness 

assessment. A framework capable of implementing this concept is introduced. A field study is conducted 

using this framework to investigate the behaviour of 259 people in response to 13 different artefacts in 

their familiar work environment. An intervention impact assessment of a standard intervention and a direct 

reliability assessment demonstrates the validity of generalised phishing tests to measure IT security 

awareness. 

Gandhi (2017) examined whether informatics students have adequate information security awareness 

(ISA). The quantitative assessment used to demonstrate the measurement has three dimensions: 

knowledge, attitude, and behaviour. He employs 66 criteria: 30 classified as High, 26 as Medium, and the 

remaining as Low. The author also provides all dimensions in the medium category based on their overall 

average scores. These results are only partially satisfying because High is not the most dominant category. 

Using the detailed scores, the university can predict critical issues for information security in the future. 

University administrators can use these findings to provide relevant ISA programmes for informatics 

students. Six parameters have been used to determine the ISA among students. The parameters are 

Password management, Email use, Internet use, social media use, Laptop and mobile device and 

Information handling. 

Moul (2019) is a User Service Department staff member at The Dickinson College. He indicated that the 

team has been working hard to educate the campus community on identifying and eliminating phishing 

traps. They initiated annual phishing quizzes with prizes, developed a phishing alerts page, held Cyber 

Security Awareness Month events, chose to give a "Avoid Phishing Alerts" presentation, added a warning 

banner to external incoming emails, and began implementing Microsoft Multi-Factor Authentication 

(MFA), primarily through the Microsoft Authenticator app. 

 

METHODOLOGY 

 

The methodology is a necessary process to be implemented in any research that comes with more detail 

about the materials, procedure and respondents involved while completing and fulfilling the objectives of 

this pilot test for the awareness program. The focus of this methodology is on the phishing awareness level 

of the students being measured by the questionnaire provided. The central flow diagram of this PTSS 

Phishing Awareness is shown in Figure 1 below. 
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Figure 1 

 

PTSS Phishing Awareness Main Flow 

 

 

 

 

 

 

 

 

Materials 

Several materials are used in this test to identify awareness levels among the students. The primary 

materials were awareness videos containing the consequences of phishing and a Google form used 

for the pre-test and post-test questionnaires. The video awareness content was referred to and 

taken from videos based on the YouTube platform. Then, the chosen videos were edited by the 

Capcut application to improve the awareness content and included subtitles for better delivering 

phishing awareness to the respondents. There were twenty-two multiple-choice questions 

delivered to the respondents. 

Youtube 

YouTube is a social media platform that allows people to share and watch videos. This research used the 

YouTube platform to search for related video content about phishing attacks. Three videos were selected 

and edited to make it straightforward to play with the respondents during the awareness program. The 

YouTube logo is shown in Figure 2 below. 

Figure 2 

The YouTube logo 

 

Capcut application 

In this pilot test, the videos downloaded from the YouTube platform were edited using the Capcut 

application—this Capcut application, commonly known as the video editor application that is easy to use 

by smartphone. The videos were cut into the crucial points and combined as one complete video about the 

Phishing attack. Figure 3 below shows the Capcut application logo. 

 

 

 

   

Pre-test 

Questionnaire 
Post-test 

Questionnaire 

Knowledge video 

about Phishing 

Attack Awareness 



 Journal of Digital System Development: Vol. 1. (October) 2023: 12-23 

 

17 
 

Figure 3 

The Capcut logo 

 

Google Form 

Google Forms is one of the most effective online platforms for creating surveys, quizzes or questionnaires 

without any software or coding needed. Mobile or web browsers can make it. In this awareness project, 

Google Forms created the pre-test and post-test questions and shared them with the respondents. The pre-

test and post-test questions were the same, excluding the demographic questions in the pre-test. This was 

to measure their understanding and knowledge level about Phishing. The Google Form logo is shown in 

Figure 4 below. 

Figure 4 

The Google Form Logo 

 

The questions were created based on the video phishing awareness shown to the respondents. The list of 

questions implemented into the Google Form is shown in Table 2 below. 

Table 2  

List of Questions 

No. Demographic Questions Questions Based on Phishing Awareness 

Video 

1 Please indicate your gender. Select the correct definition for phishing. 

2 How long do you spend your time using the 

Internet daily? 

How does a Phishing attack work? 

3 Do you install any virus protection software on What is the incorrect purpose of the 
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your mobile phone? Phishing attack? 

4 Do you install any virus protection software on 

your laptop or computer? 

Choose which statements lead to a Phishing 

attack. (Choose 3) 

5 Have you heard of "Phishing?" Phishing is 

spelled with a "p h." 

Is email a medium for Phishing attacks? 

6 Have you ever received any message or email 

containing a link that said you are receiving 

something for free for any branded things 

discounted? 

Select the correct option to detect a 

phishing attack. 

7 Have you responded to the received link? Ahmad received an email from his 

bank telling him that someone had his 

debit card information and that he 

needed to replace the card via a given 

link. What should Ahmad do? 

8 Do you scroll over the link in the email and 

view the address before responding? 

If you receive a message and realise it 

is a Phishing attack, is deleting the 

message correctly?  

9 Do you search for information about the topic in 

a received message or email before responding? 

If you fall for a phishing scam, what 

should you do to limit the damage? 

10 How carefully do you read the email or message 

before responding? 

What would you do if you got an email 

asking to reset your account password? 

11 If you can remember, can you indicate why you 

clicked on the link? 

The bank will email an appropriate 

link asking you to update your 

details, including online banking 

login credentials. 

 

The questions came with optional answers for the respondents to choose from. The results of this 

questionnaire were directly saved into the host of the Google Form as the respondents submitted their 

answers. 

Procedure 

This pilot test was conducted face-to-face among participants gathered in a computer laboratory. Thirty 

respondents participating in this pilot test for the phishing awareness program were informed earlier about 

the test objectives to give them a rough visualisation of this test. The students or respondents were in the 

same class to ensure the integrity of the answers, as they were required to answer independently.  

Firstly, they were given the Google Form link for the pre-test questions. All of them were given around 10 

minutes to answer the questions without any discussion. Next, after completing the pre-test, the video on 

phishing awareness was played in that class by the projector on the screen provided, and they were asked 

to focus on the critical points in that video. The video explained phishing attacks, how to avoid phishing 

and what action needed to be taken if we got phishing.  This video took 4 minutes to finish. After that, the 
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post-test link was given to the respondents, who needed to complete the question within 10 minutes. The 

questionnaire results are automatically recorded into the Google Form to be analysed. The outcomes from 

the pre-test and post-test were analysed and studied to measure the awareness level amongst the students 

about phishing attacks. In conclusion, this pilot test took less than 15 minutes to complete the session with 

participants. 

Respondents 

The participants or the respondents in this pilot test were recruited from a similar educational background 

level, and their age range is 19 to 22 years old. Thirty respondents were involved in this phishing awareness 

pilot test of thirteen men and seventeen women. They joined this test as volunteers, and they had been 

informed of the confidentiality of these questionnaires. The respondents were given the links to the Google 

Form to answer the pre-test and post-test questions; they were advised to answer the test honestly. 

 

RESULT AND DISCUSSION 

 

In this section, the results from the pre-test and post-test through the Google Form amongst selected 

respondents were discussed to measure their awareness level about phishing attacks through the scores 

they got. The total score for the test is 15 marks. Each question had different effects based on the question's 

difficulty. The demographic questions were neutral and did not count the score. The scores were calculated 

and then visualised into a suitable chart or diagram for analysis. 

 

Pre-test and Post-test Score 

 

A pre-test is a test created to measure the general knowledge of the respondents at the initial state about 

phishing attacks. Because of that, they were required to answer without referring to any materials. The 

post-test is then used to measure the understanding or awareness level of the respondents after watching 

the video about phishing awareness.  Both tests had ten different questions with a total score of 15 marks. 

The post-test results could also be the benchmark of the material effectiveness during the awareness 

program. The detailed results score of the pre-test and post-test are shown in Table 3 below. The 

respondents' identities were labelled in numbering. 

 

Table 3  

 

Pre-test and Post-test Result Score for Each Respondent 

 

Respondent No. Pre-Test Score Post-Test Score 

1 6 8 

2 12 15 

3 7 13 

4 7 14 

5 10 11 

6 5 15 
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7 15 13 

8 7 7 

9 6 6 

10 8 12 

11 2 10 

12 4 10 

13 5 13 

14 6 12 

15 5 13 

16 10 14 

17 8 15 

18 6 11 

19 15 15 

20 6 13 

21 9 14 

22 11 15 

23 11 15 

24 3 6 

25 11 14 

26 9 11 

27 15 15 

28 4 12 

29 5 10 

30 14 15 

 

Based on Table 3 above, the pre-test and post-test scores were visualised in the column chart in Figure 5 

above. The x-axis is classified as the respondent's identities, and the y-axis belongs to the score values.  

Table 4 below shows the score level for every respondent categorised into three groups. 
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Table 4  

 

Score Level for Every Respondent 

 

Score Level for Each 

Respondent 
Score Ranges Number of Respondents in 

Pre-test  

Number of 

Respondents in Post-

test 

Low 0 - 5 8 0 

Medium 6 - 10 14 7 

High 11 - 15 8 23 

 

The results were analysed into three different score ranges, which were 0 to 5, 6 to 10, and 11 to 15, to 

categorise their score level. 0 to 5 was classified as a low level of awareness, 6 to 10 was medium, and 11 

to 15 labelled as a high level of awareness about phishing. The results are shown in Table 4 above. 

For pre-test results, the highest score gained was 15 marks, and the lowest was 2. The highest respondents' 

score ranges between 6 to 10 marks, with fourteen respondents. In the post-test, the highest score gained 

15 marks, and the lowest was six. For the score ranges, the highest number of respondents was between 11 

and 15 marks, with twenty-three respondents. This showed the increment of respondent numbers in a high 

level of awareness and zero number of respondents under a low level. The chart showed that each 

respondent's score increased in the post-test compared to the pre-test. These results concluded that 90% of 

the respondents improved after being enlightened about phishing through the materials, as they could 

answer better in the post-test. 

 

The mean calculated from the pre-test was 8.0667, and the post-test was 12.2333. For standard deviation, 

it was 3.5957 on the pre-test, and the post-test was 2.7041. This calculated mean and normal deviation 

value is visualised in a chart in Figure 6 below. Mean and standard deviation were crucial to analyse the 

pattern of overall results between the pre-test and post-test. The mean score was the average value of the 

awareness level gained from the respondents and the standard variation used to calculate the concentration 

of the results on means. The higher the mean leads to lower standard deviation values. Based on the mean 

value in Figure 6, the mean value became higher during the post-test compared to the pre-test, and the 

standard deviation became lower compared to the pre-test results. This proved that the post-test means and 

standard deviation improved awareness level scores. 
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Figure 6 

 

Standard Deviation and Mean Score Value 

 

 

Based on the tables and charts analysis, the score of most respondents increased, and one respondent's 

score remained the same in post-test results compared to the pre-test results. The respondent who got full 

marks in the pre-test was predicted to know about the phishing attack. The rest of the respondents could 

be classified as unfamiliar with the phishing attack. However, in post-test results, they were improved in 

choosing correct answers after watching the video. The number of respondents who got full marks also 

increased from one to two people in the post-test. These pre-and post-test results showed that the material 

used for the phishing awareness program was adequate based on improving their score in answering post-

test questions.  

 

Even though the score results of the post-test were increased and got positive feedback from respondents, 

several respondents still got scores below 10, which was medium level. This could be a factor of time given 

for the respondents to understand the video was too short as the video explanation was too fast, and some 

of them may have problems understanding English subtitles. The lack of time could cause the respondents 

to face difficulties interpreting the new information effectively. Other than that, the language barrier could 

be one of the problems for them to digest the video content quickly. As a recommendation, the material 

can be improved by doing another test with the addition of other language subtitles based on respondents’ 

background or by increasing the duration time for them to understand the video by playing the video twice 

or slowing the speed. However, overall, the results prove that the current material used was generally 

effective based on the score gained in the post-test results. In conclusion of this discussion and effects, the 

higher the score earned, the higher the respondents' understanding of the phishing attacks concept based 

on the video context shared. 

 

CONCLUSION AND FUTURE WORKS 

 

Referring to the observation and analysis of the results obtained from the pre-test and post-test respondents, 

there was positive feedback as the test scores improved. The test score improvement can be summarised 

as the objectives of this pilot test are achieved. The awareness about phishing created was effective and 

successful in identifying and evaluating student awareness. Thus, this program can be launched to 

8.0667

3.5957

12.2333

2.7041

mean

standard deviation

Standard Deviation and Mean Score Value

post-test pre-test
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determine the awareness of all Politeknik Tuanku Syed Sirajuddin (PTSS) students about phishing attacks.  

Several improvement ideas can be given for this awareness program for future work. Each student's 

awareness and behaviour level in PTSS can be measured according to suitable timing. Besides that, in this 

pilot test, we can gather input from respondents at a similar average age, but in the future, it is hoped to 

get feedback from various ageing levels and add up staff awareness. The number of respondents can also 

be added from 30 to 60 to get more accurate test results. As for this study, the material provided for the 

respondents is using video. For enhancement in the future, we would suggest implementing a phishing 

simulation using either email or a messaging system to determine students’ behaviour towards phishing. 

Reinforcement of knowledge also should be made frequently so that students will not forget about the 

possible threats to occur. The impact of an awareness program can be measured based on these criteria. An 

example of awareness level is that students must be able to identify phishing emails, while the example of 

behaviour level is that students must detect and report phishing emails to the appropriate personnel or 

department. 
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